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// Introduction

February 2015 Anthem Insurance
cyber attack.
Over 80 million member’s
Information compromised.

Project focuses on how to
guantify the likelihood a phishing
email will succeed In tricking the
user.
Conducted a study.
Used the data from study to
make a program to gauge
relative effectiveness of a
phishing email.
This Is one of the most pressing
ISsues In security today; How to
secure the

Scientifically Defensible and
Measurable Anti-Phishing Training

/7 Algorithm

To determine the strength of a
phishing email, the individual parts
must be examined.

Areas of emaill that are biggest
Indication of phishing:

The frequency of these test criteria In
an emaill will be used to calculate It’s
potential threat.
The scale we are using Is a
from 1 to 10.
1 1s a very poor email, and 10 Is a
theoretically “perfect” phishing
emaill.
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// Study

Subject: Your account has been limited

Our project Is based on the results
of a study.
Conducted In the Spring
Semester.
Asked for consent to conduct our
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Log in your account now

study from VCU students.
Crafted fake phishing emails.

Phishing Effectiveness Analysis

Highlighting certain traits of known
phishing emaills.
These emalls contained links to a
site that was hosted on VCU School
of Engineering servers.
Able to track site visits.
Using this information we

Perform Metadata
Analysis

Input
Phishing
Email

Checking for various traits and

Calculate total
weight of the
email from inputs

commonalities.
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Qutput the
relative strength
of the input email
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Perform Text
Analysis

Malke it real.
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