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Abstract

TITLE: AMULTI-OBJECTIVE FRAMEWORK FOR INFORMATION SECURITY
PUBLIC POLICY: THE CASE OF HEALTH INFORMATICS

By Kane J. Smith, Ph.D.

A dissertation submitted in partial fulfillment of the requirements for the degree of
Doctor of Philosophy at Virginia Commonwealth University.

Virginia Commonwealth University, 2018.

Dissertation Director: Lemuria Carter, Ph.D., Department of Information Systems

Detailed holistic patient data is critical for healthcare organizations to better serve their
patient populations. This information allows healthcare organizations to create a detailed
and holistic record of a patient’s health. However, this large aggregation of personally
identifiable patient data raises serious privacy and security concerns amongst patients.
For this reason, patient concerns around the privacy and security of information retained
by healthcare organizations must be addressed through the development of effective
public policy. This research, therefore argues that any decision making process aimed at
developing public policy dealing with patient data privacy and security concerns should
not only address regulatory concerns, but also patient-centric values. To accomplish this
task, multi-objective decision analytic techniques, with Nissenbaum’s (2004) contextual
integrity as a normative framework are used. This is done to elicit patient-centric
preferences to assist organizations and governmental institutions alike in dealing with

their privacy and security concerns around patient data stored by Healthcare Systems.



Introduction

Detailed holistic patient data is critical for healthcare organizations to better serve their
patient populations. By storing data related to patients in an Information System, it
provides healthcare organizations and their physicians numerous benefits with respect to
enhancing patient care and improving both clinical and organizational outcomes (King et
al. 2014; Patel et al. 2015). When healthcare organizations record this data in the form of
a patient record, it can contain two types of patient information (Fundamentals of the
Legal Health Record and Designated Record Set n.d.): One, the legal medical record of
patient health information, also known as an Electronic Medical Record (EMR), which is
the documentation of healthcare services provided to an individual during any aspect of
healthcare delivery in any type of healthcare organization and Two, patient data not
explicitly part of the patient’s legal medical record as defined by the healthcare
organization. This record will then vary by organization as the definition of a patient’s
legal medical record can vary by healthcare organization. This variation can include
items such as information purchased about past medical claims, dietary and exercise
information as well as other relevant medical data available from external non-
organizational sources like health insurance claims history. This information allows
healthcare organizations to create a detailed and holistic record of a patient’s health.
However, this large aggregation of personally identifiable patient data raises serious
privacy and security concerns amongst those about whom the data is collected — the

patients (Linden et al. 2009; Patel et al. 2015).



In an attempt to address consumer privacy and security concerns regarding patient-centric
health data, the US government passed two acts; The Health Insurance Portability and
Accountability Act of 1996 (HIPAA) and The Health Information Technology for
Economic and Clinical Health Act of 2009 (HITECH). When the first act passed, HIPAA
required the Secretary of the U.S. Department of Health and Human Services to develop
regulations protecting the privacy and security of certain health information, now
commonly known as the HIPAA Privacy Rule and the HIPAA Security Rule (Secretary,
HHS. O. 2013). The Privacy Rule, or Standards for Privacy of Individually ldentifiable
Health Information, establishes national standards for the protection of certain health
information, while the Security Standards for the Protection of Electronic Protected
Health Information also known as the Security Rule, establishes a national set of security
standards for protecting certain health information that is held or transferred in electronic
form (Secretary, HHS. O. 2013). The Security Rule operationalizes the protections
contained in the Privacy Rule by addressing the technical and non-technical safeguards
that organizations known under the law as “covered entities” must put in place to secure
individuals® *“electronic protected health information (Secretary, HHS. O. 2013).” The
second act passed by the US government, the HITECH Act of 2009, is intended to
address the privacy and security concerns associated with the electronic transmission of
health information, in part, through several provisions that strengthen the civil and
criminal enforcement of the HIPAA rules (Secretary, HHS. O. 2017). With respect to
HIPAA and the privacy and security concerns of patient data, HITECH established the
following; four categories of violations that reflect increasing levels of culpability, four

corresponding tiers of penalty amounts that significantly increase the minimum penalty



for each violation, and a maximum penalty amount of $1.5 million for all violations of an
identical provision (Secretary, HHS. O. 2017). However, both acts do not state “how” a
healthcare organization should enact these rules and regulations; they only address
“covered entities.” The acts apply to “electronic protected health information (Secretary,
HHS. O. 2013).” Further, these acts do not explicitly take into account the actual privacy
and security concerns of those affected, leaving healthcare organizations to handle any

information and/or business practices related to these laws, at their own discretion.

When applying justification for a call to research in this area, two key elements are
necessary, the industry perspective and the academic perspective. Both make a strong
case for the cause of continuing research in the area of privacy and security in healthcare,
but in different ways. From the industry perspective, healthcare privacy and security
failures have run rampant, leading to a strong need for research into possible solutions.
For example, HealthcarelTnews.com (Davis August 2017), reports that in June 2017,
Pacific Alliance Medical Center’s servers were hit by a ransomware attack and during the
investigation officials said they couldn’t rule out whether 266,123 patient records were
accessed, however it is now believed that these records may have been compromised.
This has resulted in all patients whose records that may have been compromised being
offered two years of free identity protection at the expense of Pacific Alliance (Davis
August 2017). Pacific Alliance also took measures to enhance security measures to
potentially avoid a repeat of this situation in the future, strengthening things such as virus
protection (Davis August 2017). This type of data breach demonstrates a clear warning to

other healthcare systems that they may be vulnerable to even simplistic attacks resulting



from inadequate basic protections like virus protection. Another example that illustrates
the need for additional research in this area is an article from ModernHealthcare.com
(Arndt, August 2017) that describes how healthcare data breaches are on the rise and that
cybersecurity as a whole only represents a small fraction of healthcare IT spending. In
2017, cybersecurity breaches rose and outpaced those of 2016 according to figures
provided by the Department of Health and Human Services and it is reasonably expected
that this trend will continue into 2018 (Arndt, August 2017). Another difficult figure is
that of healthcare IT cybersecurity spending, which serves to demonstrate the degree to
which security is underdeveloped in this area. According to a survey conducted by the
Healthcare Information and Management Systems Society, forty percent of respondents
said that only 1% to 2% of their organizations' budgets goes to cybersecurity, and another
32% said 3% to 6% goes to cybersecurity (Arndt, August 2017). These types of figures
and incidents raise the alarm in industry that greater focus on cybersecurity is necessary

in order to address the onslaught on data breaches occurring every year.

From the Academic perspective, this work heeds calls for research focusing on design,
action contributions, and supported by empirical evidence in the Information Systems
literature (Belanger and Crossler 2011; Belanger and Xu 2015; Smith et al. 2011). Patient
concerns around the privacy and security of information retained by healthcare
organizations must be addressed through the development and implementation of
effective policy that incorporates the concerns of the affected stakeholders, both at the
governmental and organizational level (Belanger and Crossler 2011; Belanger and Xu

2015; Smith et al. 2011). Therefore, this research argues that any decision-making



process regarding the development of public policy intended to deal with concerns related
to patient privacy and security should not only address regulatory concerns, but also

patient-centric informational concerns.

In order to accomplish this goal, governments and healthcare organizations must first
understand patient privacy and security concerns regarding information being stored by
healthcare systems from those directly affected (Linden et al. 2009; Patel et al. 2015).
However, understanding the concerns of patients is not enough; governments and
organizations must also understand the way in which patients want their privacy and
security concerns addressed. This includes both the way the meaning of the objective is
interpreted (i.e. “maintain confidentiality” means enabling record level encryption while
data is at rest) as well as the method by which patients prefer its implementation to take
place. Further, it is important to understand how patients view their preferred ways of
implementing such measures as compared to the current methods of doing so. Lastly, it is
important for governments and healthcare systems to understand the patient-centric
objectives necessary to maximize the privacy and security of data. However, once the
objectives are understood, it is then important for healthcare organizations to have the
ability to maximize those objectives as well as for government regulators to evaluate
healthcare systems’ progress in doing so. Therefore, a mechanism is required by which
the implementation of these patient-centric privacy and security objectives can be
evaluated in the form of a decision model. This model will allow governments to evaluate
both regulatory and patient-centric privacy and security objectives related to patient

information stored by a healthcare system. Additionally it can serve as a self-diagnostic



tool by the healthcare system itself to assess its own progress and address gaps in its

capabilities.

Hence, the three research questions are as follows: Firstly, what are the patient-centric
objectives for addressing informational concerns surrounding the privacy and security of
data stored by healthcare systems. Secondly, how are these patient-centric objectives
optimized given varying security contexts and ethical dilemmas surrounding the use of
such information. Lastly, how can the efficacy of healthcare systems’ implementation of
these given objectives, including regulatory concerns, related to the use of patient
information in a given decision context be evaluated? To accomplish this task, Multi-
objective decision analytic techniques are used to elicit patient-centric preferences to
assist organizations and governmental institutions alike in dealing with their privacy and
security concerns for defining policy. This research contributes to the field of Information
Systems through improved strategic decision-making within organizations and
government institutions related to the use of Information Systems. For example, by
focusing on the actionable objectives and implementation scenarios most desired by the
affected stakeholders, maximum value can be obtained while investing minimal finite
resources. Specifically, the use of multi-objective decision analytic techniques, with
Nissenbaum’s (2004) contextual integrity as a normative framework, enables user-driven
policy creation, implementation and enhancement by incorporating key privacy and

security concerns specific to the use-case of the key affected stakeholders.



As the focus of this research is on the concepts of both Privacy and Security, it is
important to contextualize what they are intended to mean and scope them properly for
the purposes of this study. To begin, defining privacy is an extraordinarily difficult task
due to its multidimensionality and broadness of potential scope, especially with respect to
differences in academic research (Culnan et al. 2009; Smith 1993; Tsai et al. 2010) and
lack of proper definition in healthcare (the term itself remains undefined in both HIPAA
and HITECH). Therefore, to narrow this scope for the purpose of this research, privacy is
thusly defined as, “the claim of individuals, groups, or institutions to determine for
themselves when, how, and to what extent information about them is communicated to
others” (Westin & Ruebhausen 2015; Parks et al. 2011). Similar to the concept of
Privacy, the definition of the term security can be equally ambiguous and/or broad in
scope (Anderson 2003). While defining it could simply be to relate the core concepts of
Confidentiality, Integrity and availability (CIA Triad), however a more practical
definition is assumed. Hence, security is defined for the purposes of this study as, “A
well-informed sense of assurance that information risks and controls are in balance

(Anderson 2003, p. 310).

To this end, the remainder of this thesis is as follows: Firstly, a literature review is
conducted that examines the prior literature surrounding patient privacy and security
concerns around patient-centric data storage by healthcare systems. Secondly, a
theoretical framework is proposed that can be used to provide a normative framework for
understanding the patient privacy and security context in US based healthcare. Thirdly,

the proposed methodology for this research, Value-focused Thinking, the Public Value



Forum and Multi-objective Decision Analysis modeling, is explicated. Fourthly, each
phase is conducted with the results then analyzed. Lastly, a discussion takes place to
synthesize the results, elucidating critical understandings resulting from this work, and
then concluding with a presentation of the limitations and future directions for this

research stream.

Literature Review

Prior to the inception of the literature review, it is essential to acknowledge that the
research contained in this thesis involves three distinct academic knowledge areas. These
distinct knowledge areas serve as the intellectual basis upon which the argumentation of
this research rests, providing both a foundational understanding of the concepts drawn
upon for this thesis and demonstrating academic justification for the validity of this
undertaking. These three knowledge areas, divided into sections, are as follows; general
information systems privacy and security literature, patient-centric privacy and security

literature and literature pertaining to the use of public values for decision-making.

In the first section, general Information Systems privacy and security literature is
reviewed to serve as a demonstration of the need for actionable empirical privacy and
security based research in this field. It does so by providing the historical context of the
field and then identifies needs for future research by academicians. In the next section,
patient privacy and security concerns related to the use and dissemination of patient-
centric data are reviewed. While this topic has been well research in academia, the focus
of such work has been to understand whether concerns exist and if so, what they might

8



be. To this end, a viable solution that seeks to address the concerns of those most affected
through the effective use of policy has, to date, not been found or a viable solution
proposed. In the final section, using public values in decision-making, prior academic
literature is reviewed to demonstrate that using public values in the decision-making
process is an acceptable method for solving complex problems, such as patient privacy

and security concerns around the use of patient-centric data in EMR systems.

Therefore, the academic literature reviewed in this chapter will serve several purposes.
Firstly, it will demonstrate that the literature to date has only sought to examine patient
privacy and security concerns this in area. Secondly, these concerns do in fact exist and
are an ongoing problem requiring a solution as current research has yet to propose
tangible solutions. Lastly, it demonstrates that using public values to solve complex
problems are an acceptable practice in the academic literature (Dhillon et al. 2016;
Dhillon & Smith 2017; Dhillon & Torkzadeh 2006; Keeney 1990, 1996, Keeney 2006,
2013; Keeney and Palley 2013; May et al. 2013; Merrick & Garcia 2004; Merrick et al.

2005a; Merrick et al. 2005b; Witesman & Walters 2014).

General Information Systems Privacy and Security Literature

Research regarding the concepts of privacy and security within the Information systems
literature is highly diverse across a spectrum of contexts. However, there are several
seminal literature reviews within the field that clearly aggregate the importance, direction

and needs regarding the future of both privacy and security research within the discipline



(Baskerville 1993; Belanger and Crossler 2011; Belanger and Xu 2015; Dhillon and
Backhouse 2001; Smith et al. 2011). For example, both Baskerville (1993) and Dhillon
and Backhouse (2001) discuss and review the security context in relation to the
development of the field and the socio-technical interactions of organizations and
Information Systems. In each, security is an important aspect of Information Systems that
has been under-researched and is in need of consideration to ensure the proper
development and management of Information Systems. Their reviews highlight the
historical context for the development of the field as well as the progression of research
to tend towards the purely technical aspect of information security, overshadowing
needed development in other areas of Information Systems Security research. Directly
pointing to this fact, Dhillon and Backhouse (2001) make a pointed call for research
focusing specifically on socio-technical interactions, including but not limited to, the
development of policy to manage such contexts relating to information security in

organizations.

Likewise, seminal reviews of Information Systems literature regarding Information
privacy, referring to the desire of individuals to control or have some influence over data
about themselves, has been found to be lacking (Belanger and Crossler 2011; Belanger
and Xu 2015; Smith et al. 2011). As continued advances in information technology raise
concerns about information privacy and its effects, Information Systems researchers have
been motivated to explore information privacy issues, including technical solutions to
address these concerns (Belanger and Crossler 2011). Reviews by Belanger and Crossler

(2011) and Smith et al. (2011) found that information privacy is a multilevel concept, yet

10



it is rarely studied in such a manner, often providing findings that have limited
generalizability. It has been found that IS literature conducted in this area tends to focus
exclusively on explaining and predicting theoretical contributions, with very few studies
in journal articles focusing on design and action contributions (Belanger and Crossler
2011; Belanger and Xu 2015; Smith et al. 2011). To this end, calls for research on
information privacy have been made, seeking more design and action information privacy
research to be published in journal articles (Belanger and Crossler 2011). Additionally,
Smith et al. (2011) state that while there are many theoretical developments in the body
of normative literature and purely descriptive studies that have not been addressed in
empirical research on privacy, rigorous studies that either trace processes associated with,
or test implied assertions from, these value-laden arguments could add great value to this

body of Information Systems research.

Patient Privacy and Information Security Concerns

In the academic literature, a great deal of research (See Table 1) has sought to examine
the privacy and security concerns of consumers related the patient-centric health
information stored in EMR systems (Angst et al. 2006; Bansal et al. 2010; Bourgeois et
al. 2015; Campbell et al. 2007; Gordon et al. 2017; Sankar et al. 2003). However, to date
there has yet to be any research conducted that actually worked to address these observed
concerns based on the values of those affected. While no work has been done to date
using the patient-centric values regarding the privacy and security of health data in EMR

systems, it is important to review prior literature that both establishes these concerns exist

11



and demonstrate the call for action to solve them (Bourgeois et al. 2015; Gordon et al.

2017).

The academic research relating to patient-centric concerns tends to fall in one of three
general categories: the confidentiality of identifiable patient health information, consent
to use of patient data and lastly, patient perceptions of technology-related security
concerns. For example, a survey of past academic research on the confidentiality of
patient health information by Sankar et al. (2003) researched four broad conclusions: (1)
patients tend to strongly believe that their information should be shared only with people
directly involved in their care, (2) patients do understand the need for information sharing
among physicians, yet HIV patients are less likely to approve the sharing of personal
health information, (3) a large number of patients who agree to information sharing
among physicians reject the idea of releasing information to third parties, including
employers and family members, and (4) the majority of patients who have undergone a
genetic testing procedure believe that patients bear the responsibility of revealing test
results to other at-risk family members. It is important to note that the body of research
from which these conclusions were drawn focused almost exclusively on the use of
identifiable or potentially identifiable information by others outside of immediate health
providers (Sankar et al. 2003). However, this category of research helps to establish the
understanding that patients have long-standing concerns regarding the privacy and
security of patient-centric data and sharing such data with anyone other than their
physicians. Additional research by Bourgeois et al. (2015) in reviewing patient privacy

with respect to how data is stored by health systems found that several deficiencies in the
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current constructions of PHRs and EHRs need to be addressed. For example, EHRs have
not been suitably designed to allow all types of information that require special
consideration to be flagged as sensitive, whether automatically by predetermined logic or
individually as specified by a provider. Second, PHRs must be designed with different
access roles, so that users may have different views of the data based on what categories

of data they are permitted to view (Bourgeois et al. 2015).

Another important category that serves to establish the need for this research is the work
of Bansal et al. (2010), who developed a set of constructs based on both utility and
prospect theory as precursors to the formation of trust and the privacy concerns that
impact users’ personal temperament with respect to the disclosure of their personal health
information to online health websites. Bansal et al. (2010) found that, with respect to
consent, patient’s current health status, personality traits, culture, and prior experience
with websites and online privacy invasions played a major role in their degree of
concerns and willingness to consent. Conversely, a mail-based survey using adult patients
in England conducted by Campbell et al. (2007) found that roughly 28-35% of patients
are neutral to their health information. For example, information such as age, gender,
ethnicity, reason for treatment, medical history, personal habits impacting health, type of
treatment obtained, side effects of treatment, being used by physicians for other purposes
were apparently viewed indifferently. Interestingly, the researchers discovered that only
5-21% of patients expect to be asked for permission to use their information by
physicians and about 10% of the patients expect to be asked for permission if their

doctors used their health information for an array of purposes. These other purposes
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could include the following; combining data with other patients’ data to provide better
information to future patients, sharing treatment outcomes with other physicians, teaching
medical professionals and writing research articles about diseases and treatments. This
information is important for two reasons; firstly, it establishes that a level of concern does
exist with respect to consent related to the use of patient health information for various
purposes, and secondly, it demonstrates that consent to use is an important aspect with

respect to patient privacy and security concerns.

The last category in this area deals with patient security and privacy concerns related to
the advancement of technology in patient record keeping systems. In a study by Angst et
al. (2006), researchers investigated the divergence of perception among patients towards
different types of personal health record systems, specifically in an increasing order of
technological advancement. Their work included various mediums of technology such as
paper-based, personal-computer-based, memory devices, portal and networked PHR
systems (Angst et al. 2006). The work found that patients’ relative perception of privacy
and security concern increased with the level of technology, meaning that as the use of
technology increased, patient’s privacy and security concerns tended to increase.
Currently, work by Gordon et al. (2017) point to the fact that threats to patient data from
the technology perspective still persist and are in fact growing in severity. These threats
can take down entire systems, compromise patient data and result in undue harm to those
the health system is trying to help (Gordon et al. 2017). These works are pertinent to our

research efforts as healthcare organizations are implementing and have implemented
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highly advanced data systems and features that present new or unknown privacy and

security risks.

The Gap in Healthcare Related IS Privacy and Security Literature

There is a great deal of literature related to the concept of both privacy and security (See
Table 1), however its focus tends towards traditional Information Systems (IS) concepts
and traditional IS realms. By performing a comprehensive review of the IS literature and
reviewing recent works whose purpose is to point out underdeveloped areas of privacy
and security research (Lowry et al. 2017), two clear gaps in the IS literature appear; First,
while there is a wide array of privacy and security research done in the field of IS, a
number of opportunities exist in areas of growing interest such as Big Data (Lowry et al.
2017). Second, some research has been conducted in the field of IS in the realm of
healthcare, however it overwhelmingly focuses on technology or concepts such as
consent and identity management. Little to no work is being done as it relates to defining
proper means of implementing policy to address lingering privacy and security concerns
as it relates to data in the realm of healthcare. Hence, this research both fills a need for
work to be done in this context and addresses an obvious gap in the academic literature as

it relates to healthcare.

As an example, Lowry et al. (2017) performed a comprehensive analysis of the IS
literature with respect to privacy in the field and developed categorical designations

known as “artefacts,” which represent different aspects of IS privacy (and often security)
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research. In Lowry et al. (2017) the purpose of these categories were to highlight current
research trends over the last 10 years and highlight underdeveloped areas for new streams
of IS research. With respect to the research in this study, five of the “artefacts” or
categories, apply and are as follows; ethics, information, legal, organizational, and
process (Lowry et al. 2017). Each category applies to a different aspect of IS privacy (and
security) research, such as the information artefact, which contains research that talks
about the nexus of information and privacy and security (Lowry et al. 2017). This is
important as Lowry et al. (2017) demonstrates that research related to Data privacy and
security fall within this category and at present is underdeveloped. Pointing to select
articles (Cram et al. 2017; D’arcy et al. 2009; Siponen and Willison 2009; Wall et al.
2016), Lowry et al. (2017) demonstrate these streams of IS research are underdeveloped
at this current point in time and represent opportunities for research such as this,
addressing areas of legal concern, data use and patient privacy and security concerns
related to this different dimensions of healthcare-related research in the field of IS. This
is also due to the fact that (See Table 1), very little IS research focuses on healthcare at
all when addressing the concepts of privacy and security. Further, any IS work that does
deal with concepts of privacy and security in the IS field tend to focus on similar
concepts such as consent (Cambell et al. 2007), patient identity management (Angst et al.

2006; Brisson et al. 2015) or technology related concepts (Burns et al. 2016).

16



For this reason, understanding patient privacy and security concerns related to storing
health information in such advanced systems becomes critical to ensuring healthcare
organizations can establish trust with their patient populations by adequately addressing
such concerns. In the next section, academic literature will be examined that explores the
use of public values as a means of solving complex problems such as this one, by
incorporating stakeholder values into the decision-making process for developing

effective public policy aimed at addressing a particular decision-context.
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Perspectives

IS Literary Works

Research Issues

Central

Generic IS
Security and
Privacy Concerns

Belanger and Crossler 2011; Belanger and Xu
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Confidentiality,
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Research, Privacy
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Medical Record
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Applicable
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Concern for
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Ensure
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Table 1. Summary of Patient-Centric Privacy and Security Research
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Using Public Values for Decision-Making

The practice of incorporating public values into the policy-making decision process has a
robust basis in the academic literature, where the public’s opinion is intended to drive
policy creation and implementation (Dhillon et al. 2016; Dhillon & Torkzadeh 2006;
Keeney 1996, Keeney 2006, 2013; Keeney and Palley 2013; May et al. 2013; Merrick &
Garcia 2004; Merrick et al. 2005a; Merrick et al. 2005b; Witesman & Walters 2014). The
opinion of the public is driven by the inherent values of the collective individuals and is
very useful for creating policy that is both effective and accepted by those affected
through its implementation (Keeney 1996, 2006; Dhillon et al. 2016; Dhillon &
Torkzadeh 2006). Due to the aforementioned benefits, public values are an important
consideration within policy decisions and should be incorporated into the decision
making process, despite being a difficult task (Dhillon et al. 2016; Dhillon & Torkzadeh
2006; Keeney 1996, 2006; Witesman & Walters 2014). The uses for all forms of patient-
centric data in healthcare is growing rapidly, giving rise to new privacy and security
concerns for those about whom the data is being collected. These concerns include things
such as; Breach notification, consent, data transfers and security of information stored by
healthcare systems (Meingast et al. 2006; Martinez-Pérez et al. 2015). Current policies do
not adequately account for these concerns as the can be broadly interpreted and applied,
hence they cannot adequately address privacy and security concerns of all affected

stakeholders.
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In order to develop comprehensive policy that can address the privacy and security
concerns of all involved stakeholders, their values must be elicited and incorporated into
the decision-making process. For example, the seminal literature regarding the use of
public values in the decision-making process is that of Keeney et al. (1990), who used the
Public Value Forum technique to conduct two public value forums with selected
members of the West German public. This was done to elicit values relevant for setting
long term energy policies using input from the most affected stakeholders (Keeney et al.
1990). The purpose of conducting these value forums is twofold; firstly, to examine the
feasibility of eliciting values from laypeople and combining them with factual
assessments of experts, determining the extent to which values elicited formally conflict
with values elicited informally, and secondly, to assess the advantages and disadvantages
of the public value forum technique in solving complex decisions (Keeney et al. 1990).
Dhillon and Torkzadeh (2006), who used public values to explore the concerns of
organizations around the concept of information systems security. The authors developed
nine fundamental and sixteen means objectives that were useful in understanding, from
the perspective of the affected stakeholder, what was necessary for organizations to
ensure the security of their information systems (Dhillon and Torkzadeh 2006). Another
example is that of Dhillon and Smith (2017), who explore the topic of cyberstalking
prevention. Dhillon and Smith (2017) use Keeney’s Value-Focused Thinking (1992)
technique to extract latent societal norms in the cyberstalking context to help develop
actionable objectives aimed at developing cyberstalking prevention methods by

government institutions through the implementation of effective public policy.
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Value-focused Thinking versus Analytic Hierarchy Process for Decision-Making

While Value-focused Thinking was selected as the methodology for conducting research
in this study, another prominent means of facilitating decision-making exists, known as
Analytic Hierarchy Process or AHP (Saaty 1980). The analytic hierarchy process (AHP)
is a structured technique for organizing and analyzing complex decisions developed by
Thomas L. Saaty in the 1970s, with particular application in group decision making
(Saaty 1980). Saaty (1980) contends that rather than prescribing a "correct™ decision, the
AHP helps decision makers find one that best suits their goal and their understanding of
the problem by providing a comprehensive and rational framework for structuring a
decision problem as well as for representing and quantifying its elements, for relating

those elements to overall goals, and finally to evaluate alternative solutions.

However, while AHP is a commonly used decision analysis technique, is not appropriate
for modeling decision problems in the face of uncertainty (Belton, 1986), and
additionally suffers from a flaw within the ranking procedure, often referred to as rank
reversal, which acts as an underlying symptom of a larger problem, that rankings
produced by AHP are arbitrary in nature (Dyer 1990). Additional research conducted
recently also demonstrates that AHP does not generate stable preferences (Lienert et al.
2016) as AHP uses ratio-scale to elicit decision makers’ preferences, which is not suitable
for value-based judgments and requires manual corrections for the problem of rank
reversal (Dyer 1990). Value-focused Thinking uses interval scale and provides guidelines

to elicit decision makers’ preferences and thus overcomes the limitations of AHP
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(Keeney 1992; 1994a; 1994b). This reasoning justifies the use of the Value-focused
Thinking technique as an effective means to design a value-based approach, while

satisfying laws in the problem environment for this research (Hevner et al. 2004).

Theoretical Framing

In order to properly contextualize the findings of this research, a theoretical framework is
necessary, as it provides a normative framework for grounding and interpreting the
actionable objectives generated in this research,. For this study, Nissenbaum’s (2004)
contextual integrity is selected as it provide two key mechanisms for advancing Keeney’s
(1992) Value-focused thinking process; First, it provides a means of checks and balances
to use while converting values to actionable objectives, ensuring the goal of those
objectives remains true to its intended purpose. Second, it provides an interpretive
mechanism for understanding and relating such learning to the broader academic and
practitioner community. In this section, Nissenbaum’s (2004) contextual integrity will be
explained in greater detail as well as how it is integrated into this study to fulfill its

intended purpose.

According to Nissenbaum (2004), contextual integrity is a theoretical framework that
takes account of societal norms of appropriate information flows in terms of the transfer
of personal information amongst various agents. Instead of simply proposing it as a
working definition of what these norms are or should be, it is intended to be used as a
normative model to contextualize a particular concept (Barth et al. 2006). The purpose of

this normative model is to evaluate the flow of information between what are known as
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“agents,” which can be either individuals and/or other entities (Barth et al. 2006). The
model of contextual integrity operates by placing particular emphasis on explaining why
certain patterns of information flow provoke public outcry while others do not (Barth et
al. 2006). This is an important concept for our research as we are concerned with how to
manage the societal norms of information flows with respect to managing privacy and

security concerns related to the use of patient-centric information by healthcare systems.

To this end, societal values (public values) will be elicited by combining contextual
integrity as a normative model with Keeney’s (1992) Value-Focused Thinking, to make
explicit the norms or rules that govern people’s perceptions of how privacy and
information concerns should be addressed with respect to the informational use of patient
data by healthcare systems (See Figure 1). Using contextual integrity to guide the
methodological aspect of our research facilitates the extrication of an intricate system of
social norms governing information flow surrounding patient-centric data used by
healthcare systems. These social norms can serve as a basis for understanding the
normative commitments for ensuring the privacy and security of patient data in order to
operationalize these norms in guiding public policy decision-making. Therefore,
Contextual Integrity can be used as a normative model to help define actionable
objectives aimed at the ensuring the privacy and security of patient data, which are then
operationalized using Keeney’s (1992; 1999, Keeney et al. 1990) Value-focused

Thinking and Public VValue Forum techniques.
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According to Nissenbaum (2004), contexts in contextual integrity are important as they
offer a platform for a normative account of appropriate information flows, which
determine and govern key aspects such as expectations, behaviors, or limits. When
considering contextual integrity, there are two types of informational norms that are
integral; norms of appropriateness, and norms of distribution (Nissenbaum 2004).
According to Nissenbaum (2004), contextual integrity is maintained only when both
types of norms are upheld, and consequently it is not upheld if either of the norms is
violated. Hence, the benchmark of whether objectives will facilitate protections of a
patient’s privacy and security related to the use of patient information by healthcare
systems is contextual integrity, in relation to the norms of appropriateness and
distribution amongst of sample of participants. To qualify this benchmark, norms of
appropriateness and distribution will be detailed further to demonstrate their proposed

application to this research.

For Nissenbaum (2004), norms of appropriateness dictate what information about a
person is appropriate to reveal in a particular context, such as when using patient health
data contained in healthcare information systems. The norms of this particular context
place limits on the type or nature of information about various individuals that is
allowable, expected, or can be demanded to be revealed (Nissenbaum 2004). For
example, patients may expect their physician to confer with colleagues in order to
provide greater continuity of care; however, simply discussing a difficult or interesting
patient case with no intention of gaining assistance from a colleague may not be

considered a socially acceptable behavior when the context is considered. For this reason,
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it is important that we draw out these norms of appropriateness in the context of the
proper use of patient-centric health data by healthcare systems to form actionable
objectives, which can then be used to prevent violations of contextual integrity on these

grounds.

The second norm that is important for this research when assessing contextual integrity is
the norm of distribution, which is the movement, or transfer of information from one
party to another or others (Nissenbaum 2004). Equally important to this work is the
question of how the flow of information can be managed in the context of patient
information security to ensure contextual integrity and minimize scenarios that would
cause violations. This means that the appropriateness of information is not all that matters
in this context, as its distribution must follow contextual norms of information
distribution (Nissenbaum 2004). As an illustration, it is generally assumed that when
someone is given privileged access to confidential information it will stay as such. Yet
organizations may violate this agreement by using patient information in a way that can
be viewed as damaging to the privacy and reputation of the person violated in this
manner. Hence, actionable objectives developed by this research will be guided by both
of these types of norms to use contextual integrity as a normative framework to ensure

the protection of patient-centric data stored by healthcare systems.
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While public values are important, aiding in making policy decisions, it is still unclear

how policy makers should interpret public values for a specific policy context (Dhillon et

al. 2016; Dhillon & Torkzadeh 2006; Keeney 1990; 1996; 2013). According to Keeney

(1990; 1996; 2013; Dhillon et al. 2016; Dhillon & Torkzadeh 2006) this includes things

such as; how public values should be operationalized to create policy, what role context-

experts and their values should have in this process, and how expert recommendations

and value interpretations can be combined in policy development process. Additionally, it

should be noted that these aforementioned issues become more complex as the policy
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context increases in scope and the problem domain increases in complexity (Dhillon et al.
2016; Dhillon & Torkzadeh 2006; Keeney et al. 1990; Keeney 1996, 2013). To facilitate
this process under complex conditions, several approaches exist to shed light on and help
to clarify the public values of complex policy problems such as surveys, indirect and
direct value elicitation, focus groups and public involvement (Dhillon et al. 2016; Dhillon
& Torkzadeh 2006; Keeney et al. 1990; Keeney 1996; 2013; May et al. 2013; Merrick &
Garcia 2004; Merrick et al. 2005a; Merrick et al. 2005b). Table 2 illustrates the

advantages and disadvantages of each method of eliciting public values.

Mest:ﬁ:i?:ﬁ\?r:ue Advantages Disadvantages
. 3:‘;'1; \;gljiitsi\:::o:;ir?izﬁ!o:l:ﬁt e  Hypothetical nature of questions
‘ 1 e Influence of survey designer
Survey alternatives & preferences among « Difficulty in designing,
. z;’“&::‘i’:g bt informative administering and Interpreting
) X
=  No direct questioning necessary * iz:;it‘t:luuei:arlgyt phr::thcz‘:bae
* Values inferred from behavior in observe dq
Indirect Elicitation of Public marketplace . )
’ . « Questions are often hypothetical
Values * ?nz:k?tz Ia;cﬂlec' cutside of e Form of question can greatly
y, P influence outcome
- ~ ¢ Interaction with individuals to elicit\ ™
preferences and tradeoffs Cost infensi
i i b ; « Numerous methods exist for * ostintensive
Direct Elicitation of Public rating and weighting s Time intensive .
Values e Canimprove tough polioy *  Hypothetical nature of questions
\_ J decision making process
™ ™
« High amounts of relevant & Groups often small and
Focus Groups information is gathered unrepresentative
+ Adaptable and flexible format + Datais often anecdotal
.
~ ™
e Similar fo Focus group, but has *  Restricted to smaller problems
Public Involvement thert[ntelntmn z‘; solving a «  Places possible constraints on
particular problem decision makin
g ) « Goes beyond testing reactions 9

Table 2. Public Value Elicitation Methods (based on Keeney et al. 1990)
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In this research, a combination of survey, focus group and direct value elicitation
techniques is utilized in what are termed by Keeney (1992; Keeney et al. 1990) as Value-
focused Thinking and the Public Value Forum. Using these techniques, we can examine
the various fundamental and means objectives as well as the scenarios that can inform
policy decision making by organizations and public officials in this context (Dhillon &
Torkzadeh 2006; Keeney 2013; Witesman & Walters 2014). This is done by using a
multi-attribute utility-based tradeoff procedure to elicit value-relevant information from
interviews and focus groups to arrive at preferences for policy alternatives (Dhillon &
Torkzadeh 2006; Keeney 1992; Keeney et al. 1990, 1996, 2013; Keeney and Gregory
2005). Initially in the process, interviews are conducted to determine the values that then
allow for the creation of objectives and their attributes with respect the privacy and
security of health-related data stored by healthcare systems (Dhillon & Torkzadeh 2006;
Keeney 1988, 1992; Keeney and Gregory 2005). By using Value-focused Thinking to
elicit the latent values that can be used to derive these objectives, a “WITI test” (Why Is
This Important test based on Keeney 1992) is performed to identify the fundamental and
means objectives for ensuring the privacy and security of health related data. From this,
the Public VValue Forum presents scenarios that represent multiple policy implementation
dimensions for evaluation. The purpose of this methodological process (See Figure 2) is
then threefold; Via Value-focused Thinking, the Public Value Forum, and Multi-
objective Decision Analytic techniques, to elicit public values about (1) the fundamental
objectives necessary to ensure the privacy and security of health-related data in

healthcare information systems, (2) assess multiple dimensions policy implementation,
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and (3) develop a multi-objective decision making model to enhance the decision-making

process of policy-makers in this context.
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Figure 2. The Research Methodology

Phase 1: Value-focused Thinking

The following three-step process (See Figure 3) is used to identify and organize the
values that an individual might have with respect to privacy and security of health-related
patient data in healthcare information systems (Keeney 1992): Firstly, interviews are
conducted which elicit the values an individual might have within a decision context.

Secondly, individual values and statements are converted into a common value format,
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such as an objective oriented statement. Then similar objectives are grouped together in
order to form clusters of objectives. Finally, the objectives are classified as either
fundamental to the decision context, resulting in a fundamental objective, or simply a

means to achieve the fundamental objectives, which is known as a means objective.

Research Approach
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Written Form
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Figure 3. Value-focused Thinking Process

Identifying values

To begin, interviews are conducted with the concerned peoples as a process of identifying
values. At the beginning of each interview, the purpose is clarified and context and scope

of the interview are established. The core objective in this interview is to understand the
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fundamental objectives for addressing privacy and security concerns related to patient
data in healthcare information systems. To set the decision context, it is emphasized that
the scope for eliciting these values is limited only to individuals, not organizations such
as businesses or governments. After defining the scope of the interview, explanations are
provided to the interviewee so that they can understand key terms such as “healthcare
information systems,” “patient data” and like terms, which helps to establish a common
understanding of the terminology. It is made clear to respondents that the goal is to
understand values that people might have with respect to the privacy and security of data
retained by healthcare systems. To identify these values, several questions are posed
about their personal values toward the privacy and security of patient-centric data. The
starting-point questions were: What do you value most in protecting a patient’s
information in electronic medical records? What are your values regarding where the data
should reside and why? What kind of tools do you think people want used to protect a
patient’s electronic data? All questions were open-ended. As individuals can express
values differently, an inherent difficulty exists with the quiescent nature of the values, so
different probing techniques are used to identify latent values. Keeney (1992), as probing
techniques, suggests words such as “trade-offs” or “consequences” as useful in making

such implicit values explicit.

Structuring values

Once the values are identified, a process of value structuring and objective development

begins. Step one is that all statements are restated in a common form where duplicates are
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removed. Then, common form values are considered from these statements and converted
into sub-objectives. According to Keeney (1999), an objective is constituted of the
decision context, an object and a direction of preferences, which in the case of this
research is ensuring the privacy and security of patient-centric data. With all values
systematically reviewed and converted into sub-objectives, it may be found that a number
of sub-objectives deal with a similar issues, making it necessary to determine if these
overlapping clusters should be merged or stand alone. By carefully reviewing the content
of each of these sub-objectives, clusters are developed that group similar ones together
(thus removing any overlap) and then each cluster of sub-objectives is labeled by its

overall theme, which then becomes the main objective of the cluster.

Organizing objectives

The list of sub-objectives and corresponding clusters initially include both means and
fundamental objectives so we must therefore differentiate between the two objective
types. This is accomplished by repeatedly linking objectives through means—ends
relationships, then specifying the fundamental objectives. To identify fundamental
objectives, the question is asked, ‘“Why is this objective important in the decision
context? (Keeney 1994).” If the objective is an essential reason for interest in the decision
context, then the objective is a candidate as a fundamental objective. If the objective is
important due its implications with respect to some other objective, then it is a candidate

as a means objective. This is termed by Keeney (1994) as the ‘WITI test.’
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Phase 2: The Public VValue Forum

The public value forum exists as a meeting of members of the general public, special
interest groups or organizations that can last one to two days and usually involves
anywhere between five and 25 participants (Keeney 1990; Keeney 2013). To begin, a
policy problem is outlined, then the fundamental objectives relating to the problem are
presented along with their particular attributes, and an objective value tree is created.
‘Good’ and ‘bad’ scenarios are created along with varying alternatives which can be
presented to the value forum and discussed to find a preferable solution to the given
policy problem (Keeney et al. 1990; Keeney 1996, 2013). The next step is to identify and
select members from the general public to participate in the study to which Keeney et al.
(1990) notes that there are two basic approaches. The first approach is that of the
stakeholder approach where groups who have a specific stake in the outcome of any
policy decisions are identified and asked to participate in the study. This can be
especially useful when covering a controversial topic due to the emphasis on negotiation

and conflict resolution (Keeney et al. 1990; Keeney 1996, 2013).

The second way for selecting study participants for a value forum is the representative
approach where members of the public are selected at random which is most useful when
little to no knowledge exists about reasonable public values to drive policy decisions
(Keeney et al. 1990; Keeney 1996, 2013). Due to the relatively new nature and increased
use of storing patient data by healthcare systems, little knowledge currently exists with
respect to public values regarding patient-centric policy decisions, and therefore the

representative approach was selected for use in this study. For this study, 2 groups of
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stakeholders are involved in separate value forums representing privacy and security
concerns for patient data storage, using both non-experts and substantive experts in the
privacy and security of patient data to develop comprehensive multi-dimensional
scenarios and analyzing them to better understand any potential differences between
them. Next, once the forum participants are selected, the Objectives and Attributes are
defined and appropriate contrasting multi-dimensional scenarios are evaluated that
illustrate ‘good’ and ‘bad’ scenarios as well as varied alternatives of possible
implementations of the defined objectives (Gregory and Keeney 1994). Lastly, the value
forum is conducted to elicit public values regarding the decision context for policy

decision-making and the results are analyzed.

The general structure of the value forum (See Figure 4) is (Keeney et al. 1990):

1. The policy problem is introduced and participants motivated

2. Objectives and attributes are defined and clarified

3. Ranking and Single-attribute utility functions elicited from all participants
4. Tradeoffs among the attributes are elicited from all participants

5. Construction of a Multi-Attribute Utility Models from results of all participants
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Figure 4. The Public Value Forum Methodology

The following is based on Keeney et al.’s (1990) work and describes what each step of

the value forum is intended to accomplish:

1. Introduction and Motivation. To begin the forum it is important to provide
participants with an understanding of the importance of using public value
judgments in their decision making process. Participants are given an opportunity
to ask any questions regarding clarification of the topic before moving on to stage

two.
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2. Defining Objectives and Attributes. Value-based objectives are defined among
participants who are given a value tree for each objective with their corresponding
attributes for clarification purposes. The multi-dimensional scenarios are also
presented and clarified, as well as any participant questions answered before

moving to stage 3 (Gregory and Keeney 1994).

3. Ranking and Elicitation of Single-Attribute Utility Functions. In stage 3 the
quantitative levels of the attributes elicited may not be appropriate reflections of
their relative desirability or utility. Therefore, utility functions are also used to
demonstrate the relative desirability of a given objective or scenario. The choice
of method depends on the purpose of the value forum and in many instances a

simple rating method is sufficient.

4. Elicitation of Tradeoffs. Tradeoffs among attributes express the relative
importance of attribute units by defining the exchange rate of one attribute unit vs.
another. There are many methods for eliciting tradeoffs and relative importance
information, such as swing weighting, and the choice of the appropriate method

depends again on the policy context and the purpose of the value forum.

5. Construction of a Multi-Attribute Utility Model. The trade-offs elicited in step 4
are then converted into weights for the attributes using standard multi-attribute
utility techniques (Keeney & Raiffa 1976; Keeney et al. 1990; Keeney 1996;

Merrick et al. 2005a; Merrick et al. 2005b). For most value forums a multi-
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attribute utility model is only a simple weighted average of the constructed single-
attribute utilities. Researchers can perform additional tests to examine if a more
complex multiplicative or multilinear model is necessary (Keeney & Raiffa
1976), if they find the additive model to be questionable. Should a researcher
choose a more complex model, additional trade-off questions may be needed to
elicit the additional parameters of the models. The multi-attribute utility model
(also a value model, Keeney 1992; Akkermans & Van Helden 2002; Merrick et
al. 2005a; Merrick et al. 2005b) is then used in combination with the expert
evaluations to generate an overall model. The best way to describe the utility of
this type of value model is to consider the various fundamental objectives as
being O1, ...On and m1 as a measure for a fundamental objective O1. It follows
therefore that the vector m= (m1, m2, ..., mn) would provide a description of a
particular path in which a fundamental objective is delivered. The accumulated
value of m would then serve as a measure (quantitative or qualitative) of the
idiosyncratic resources and abilities that would fit the decision context (i.e.
ensuring the privacy and security of patient data stored by healthcare systems). In
the additive case (Keeney 1992), the overall utility v for any alternative described

by m1-mnis

n
v=(mm,_ an =Y kvi(m)
i=1

where n is the number of attributes, where ki is the weight ascribed to the
objective Oi and vi is the relative desirability scaling. From here, individual utility
functions can be calculated for each participant. Once each individual utility is

calculated a scaled weight can be applied to each individual function and the

37



result combined additively for a cumulative group utility function using the

formula (Keeney 2013);

uC(An) = zmzua'l': um(An)

where UG(An) is the Utility of a group for a given alternative, which is equal to
the sum of Um(An), the utility of an individual for a given alternative, multiplied
by the given scaled weight Wm, and is relative to the given importance of a

particular participant within the group.

Phase 3: The Multi-Objective Decision-Making Model

To ensure greater measures of protection with respect to the privacy and security of
patient data in healthcare information systems, a multi-objective decision-making model
can be developed, which utilizes patient-centric objectives for evaluating the efficacy of a
healthcare system’s efforts to maximize the privacy and security of data related to
patients. This is where Keeney’s (1992; 1996) Value Focused Thinking (VFT) for
decision analysis can also be used to create an objective-based framework for healthcare
organizations and other institutions to model the necessary objectives for ensuring the
privacy and security of patient data. This model can then be used to assess the
implementation of the given objectives and demonstrate gaps in their performance
relative to the objective’s goal acting as quantitative metrics for comparison (Merrick et
al. 2005a; Merrick et al. 2005b). This process occurs in five basic steps adapted from

Keeney (1992) and Merrick et al. (2005a; 2005b) and derives its objectives directly from

38



vested stakeholders and substantive experts as well as the necessary importance and
swing weights to build out a proposed proof-of-concept model. Before this can be done, it
is first necessary to discuss in detail the steps which will be undertaken during this phase
of the research. It is important to note that this model will use fundamental objectives,
which are defined by Keeney (1992; 1996) as “providing a structure for clarifying the
values of interest in a given decision context and provide a basis for evaluating

alternative.”

The process for developing and quantifying an objective-based model involves the
following steps (Keeney 1992, 1996; Merrick et al. 2005a; Merrick et al. 2005b; Merrick

& Garcia 2004):

(1) Critical analysis of academic literature or generation of values through a value
forum or survey and interview type methods, which is conducted by the
analysts/researchers, to identify the factors that are fundamentally important as
well as elicitation of any omitted objectives from subject experts. The analyst

should ensure that important objectives are not omitted.

(2) The objectives are structured into a hierarchy that clarifies the differences
between strategic and fundamental objectives and eliminates redundancies of

objectives derived from sources elicited in step one.
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(3) Subject experts define attributes for the objectives to clarify exactly what the
objectives mean and to measure any possible consequences. The measurements
also include importance and swing weighting for each objective in the model by

the experts (Kirkwood 1997).

(4) Construction of a Multi-Attribute Utility Model. The trade-offs elicited in step
3 are then converted into weights for the attributes using standard multi-attribute
utility techniques (Keeney & Raiffa 1976; Keeney 1990; Keeney 1996; Merrick et
al. 2005a; Merrick et al. 2005b; Merrick & Garcia 2004). For most decision
context a multi-attribute utility model is only a simple weighted average of the
constructed single-attribute utilities. However, researchers can perform additional
tests to examine if a more complex multiplicative or multilinear model is
necessary (Keeney & Raiffa 1976), if they find the simple additive model to be
questionable in application. Should a researcher choose a more complex model,
additional trade-off questions may be needed to elicit any additional parameters
for the model. The multi-attribute utility model (also a value model, Keeney 1992;
Akkermans & Van Helden 2002; Merrick et al. 2005a; Merrick et al. 2005b;
Merrick & Garcia 2004) is then used in combination with the expert evaluations

to generate an overall model.

The best way to describe the utility of this type of value model is to consider the
various fundamental objectives as being Oy, ...On and m; as a measure for a

fundamental objective O1. It follows therefore that the vector m= (my, my, ..., my)
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would provide a description of a particular path in which a fundamental objective
is delivered. The accumulated value of m would then serve as a measure
(quantitative or qualitative) of the idiosyncratic resources and abilities that would
fit the decision context. In the additive case (Keeney 1992), the overall utility v

for any alternative described by mi-my, is:

n
V= (mi.ml.., mn) = Z j[{il"lll' m;)

i=1
where n is the number of attributes, where ki is the weight ascribed to the

objective Oi and vi is the relative desirability scaling.

(5) Assessing the value gaps of individual objectives based on the outcomes of the
analysis. This identifies areas for improvement and allows a cost-benefit analysis
to be performed to determine to most cost-effective areas to implement change
and target finite organizational resources (Merrick et al. 2005a; Merrick et al.

2005b; Merrick & Garcia 2004).

Evaluation and Results

With the methodology and theoretical framing explained in detail, the following sections
provide the evaluation and results for this study by phase. In each section, details are

provided of the phases’ evaluation process, results, and implications for the output. As
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each phase is linked to the one preceding it, with the output being used as the basis for

developing the latter, Phase 1 is analyzed first.

Phase 1: Value-focused Thinking

In order to achieve the research goals of this study, phase 1 starts by using Value-focused
Thinking guided by contextual integrity to develop the fundamental and means objectives
necessary for ensuring the privacy and security of patient data used by healthcare
systems. To begin (Figure 3), a sample is selected for the interview process in step 1, and
once all interviews have been completed then step 2 and 3 are completed. Once each step
in the Value-focused Thinking process has been completed, phase 1 is concluded and
phase 2 begins. In the following sections each step in the process is explained and the
outcome of each step is detailed and lastly a means-end objective network diagram is

presented.

Sample Selection

Within the literature, there is a significant amount of variance in the number of
individuals that can be interviewed. As an example, Hunter (1997) used the interviews of
53 people from two different organizations to do a content analysis to elicit individual
conceptions based on their values. Phythian and King (1992) used two managers who
were experts in assessing tender enquiries to identify key factors and rules that influence
tender decisions. Additionally, Keeney (1999) collected interviews from over 100

individuals to obtain their values to develop objectives that influenced Internet purchases.
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More recently May et al. (2013) used value-based objectives developed from 103
individuals to assess the factors that influenced the success of the implementation process
for enterprise resource planning systems. For Keeney (1994b; 1999), no explicit number
IS given as objective generation through value elicitation from all pertinent stakeholders
should continue until redundancy from saturation occurs. The reason for this is that the
technique was developed to generate responses that will naturally facilitate a convergence

over time.

In this study, 70 persons of varying background and experience were interviewed. With
each interview lasting an average of fifteen minutes, to identify general values for
managing data within healthcare systems related to patient privacy and security. These
persons ranged in age from 18 to 65 years old, included multiple ethnicities and races,
and had a roughly even split between men and women, with slightly more women than
men. For this reason, we believe all persons interviewed were typical of the region as
they expressed similar idiosyncratic and logically homogeneous behavior. The interviews
produced over 200 unique responses per survey question, at which point saturation
occurred and no further interviews were conducted. To select our sample and conduct our
interviews we used a systematic sampling technique, interviewing every 10th person over
a period of three weeks. We selected four healthcare clinics in an urban medium to large-
sized Atlantic coast city in the United States of America. The main advantage of using
systematic sampling in our study is the assurance that the population of this given area
will be evenly sampled (Pinsonneault and Kraemer 1993). This is why systematic

sampling was chosen over simple random sampling as there exists a chance in simple
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random sampling that the selection of subjects will become clustered and bias our sample
(Pinsonneault and Kraemer 1993). However, while this is a strength of our sampling
method, it does potentially allow for a lack of randomness is sample selection and for this
reason we chose multiple locations over a period of 3 weeks. We believe that by doing so
we maintained consistency, diversity and transparency is our sample selection for this
study (Pinsonneault and Kraemer 1993). Once saturation was achieved and redundancy in
responses occurred, the individual responses were re-classified into roughly 200 common
form value responses. This allowed us to cluster these common form value statements
into 50 sub-objectives which were then grouped into 5 fundamental and 10 means
objectives. The following sections are a detailed explanation of the exact process used to
obtain the fundamental and means objectives for our research as well as how contextual

integrity was used to facilitate the classification process as a normative model.

Identifying values

To begin the process of using Value-focused Thinking guided by contextual integrity,
interviews are conducted with the concerned peoples, referred to as stakeholders. This is
done as a process for identifying and making their latent values with respect to norms of
distribution and appropriateness explicit. At the beginning of each interview the purpose
of our research, ensuring the privacy and security of patient data retained by healthcare
systems, is clarified and context and scope of the interview are established. The core
purpose of this interview is to elicit latent stakeholder values to facilitate the development

of the fundamental objectives necessary for ensuring the privacy and security of patient
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data retained by healthcare systems. For both Value-focused thinking and contextual
integrity, establishing the context is critical for deriving useful objectives (Keeney 1999;
Nissenbaum, 2004). To set a consistent decision context for all persons being
interviewed, we emphasize that the scope for eliciting these values is limited only to the
individual’s preferences, not organizations such as a businesses or for governments. After
defining the scope and establishing the boundaries of the interview, explanations and
definitions are provided to the interviewee so that they can understand what key terms
such as “healthcare information systems,” “patient data” and like terms mean, which
helps to establish a common understanding of the terminology. It is made clear to
respondents that the goal is to understand values that people might have with respect to
the privacy and security of data retained by healthcare systems. To identify these values
several questions are posed about their personal values toward the privacy and security of
patient-centric data. The starting-point questions were: What do you value most in
protecting a patient’s information in electronic medical records? What are your values
regarding where the data should reside and why? What kind of tools do you think people
want used to protect a patient’s electronic data? All questions were open-ended. As
individuals can express values differently, an inherent difficulty exists with the quiescent

nature of the values, so different probing techniques are used to identify latent values.

Keeney (1992) suggests words like “trade-offs” or “consequences” as useful probing
techniques in making such implicit values explicit. Therefore, the technique applied in
this step is not a survey with close-ended questions, but instead an open-ended

conversation with directed questions and various probing techniques used to elicit latent
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values, regarding societal norms with respect to ensuring the privacy and security of
patient data held by healthcare systems, in order to make them explicit. It is important to
note that the questions as well as the conversational probes during the interview
specifically address the concept of contextual integrity as a framework for this study. For
example, by using contextual integrity as a framework in the formulation of questions
and the probing responses, we are clearly attempting to draw out the underlying
behaviors, expectations and limits of privacy regarding the norms of distribution and
appropriateness in the context of patient privacy and security. Any responses that exist
outside the scope of this decision-context are eliminated or redirected to ensure that each
response is consistent with the intended parameters of this research. Within this step we
received over 200 unique responses to each question posed, which are then used for the

next step in phase 1.

Structuring values

Once the latent values are extracted and saturation has occurred, the process of value
structuring and objective development then takes place. To begin, all value statements are
restated into a common form where all duplicate statements are removed in order to
ensure only unique statements are considered. The common form restatement process
occurs by taking two statements of value from interviewees, varying in form but express
the same latent value, and creating a single uniform statement that expresses the same
meaning as the two aforementioned individual statements of value. After this process has

occurred, the common form values developed from these statements are converted into

46



sub-objectives. With all values systematically reviewed and converted into sub-
objectives, it may be found that a number of sub-objectives deal with a similar issues,
making it necessary to determine if these overlapping clusters should be merged or stand
alone. By carefully reviewing the content of each of these sub-objectives, clusters are
developed that group similar ones together (thus removing any overlap) and then each
cluster of sub-objectives is labeled by its overall theme, which will then become the main
objective of the cluster. Contextual integrity is used to guide this stage as clustering and
merging objectives implies that only similar value statements with consistent intended
outcomes be placed together. It is imperative that each cluster be checked in the phase to
ensure value statements addressing different norms of either distribution or
appropriateness are not placed together. Each cluster is also reviewed to ensure its
objective addresses a potential violation of a norm of either distribution or
appropriateness, not both. While it is feasible that some overlap may naturally exist due
to the nature of the elicitation process and the open-ended responses of the interviewees,
in order to create clear and concise objectives aimed at ensuring the privacy and security
of patient data, a clear delineation between the two types of norms must exist. This step
resulted in the creation of 50 sub-clusters of value statements being derived from the
200+ unique statement responses found in step 1 of the value-focused thinking process as

guided by contextual integrity for phase 1.
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Organizing objectives

Initially, the newly created list of sub-objectives and corresponding clusters include both
means and fundamental objectives, resulting in the need to differentiate between the two.
While each cluster and the underlying values associated with them have all been created
with contextual integrity as a framework to guide the process as well as being evaluated
to ensure they address either a norm of appropriateness or a norm of distribution, not all
objectives created in this process will be fundamental to the decision context. As stated
previously, objectives are classified as either fundamental to the decision context, known
as a fundamental objective, or they exist simply as a means to achieve the fundamental
objectives, thusly known as a means objective. This distinction is important in Value-
focused Thinking, as it will later facilitate the construction of a means—ends objectives
network diagram (Keeney 1992). This is a value model representing both quantitative and
qualitative relationships for which the purpose is to enable further insight into a complex
situation and thereby complement intuitive thinking (Keeney 1992; Power and Sharda
2007). Therefore, the process of creating means and fundamental objectives is
accomplished by repeatedly linking objectives through means—ends relationships and
then specifying the fundamental objectives from this interaction. To clearly identify and
delineate between fundamental and means objectives, the question is asked, “Why is this
objective important in the decision context? (Keeney 1994a).” If the objective is an
essential reason for interest in the decision context, then the objective is a candidate as a
fundamental objective. If the objective is important due to its implications with respect to

some other objective, then it is a candidate as a means objective. This is termed by
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Keeney (1994a) as the “WITI test.” The researcher repeatedly uses this test until all
clusters have been clearly identified as either means or fundamental with respect to the
decision context. This process can take several hours, having a number of iterations, until
all clusters have been categorized appropriately with the researcher reviewing their work
to ensure the meanings of each objective has not been changed from the meaning of the

values being interpreted.

Further this process is conceptualized in the study by asking each cluster if it is a means
to achieving contextual integrity, by directly attempting to prevent violations of
contextual integrity, or if it is only a means to an end in this regard. This is useful in
terms of means and fundamental classification as it helps to clearly and concisely identify
the purpose of an objective within the decision context. For example, in this step the
objective “maximize patient privacy” is developed, which pertains to norms of
distribution. Also, the objective “ensure confidential collection of patient data” which is
developed, which similarly pertains to norms of distribution. When reviewing the second
objective, however, it can be clearly seen that it is simply a means of enacting the first
since it is only one means of ensuring the privacy of patients in a healthcare system, in
dealing only with how sensitive information is collected. Therefore, at a fundamental
level we should primarily be concerned with addressing “maximize patient privacy,” as
doing so will also address the means objective. Hence, by addressing these concerns in
this manner we would prevent a violation of contextual integrity by maintaining a norm
of distribution in the context of ensuring the privacy and security of patient data. The

results from this final step in phase 1 were the creation of a total of 5 fundamental
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objectives and 10 means objectives. These objectives are explicated in greater detail and

linked to applicable academic literature in the following sections.

Objectives for securing patient data

In this section the fundamental (Table 3) and means objectives are presented (Table 4)
with respect to how they collectively contribute to ensuring the privacy and security of
patient data in healthcare systems in the final form of a network diagram (Figure 4). In
our research we found fifteen total objectives: five fundamental objectives and ten means
objectives. The fundamental and means objectives build the means-end network model
which can act as a decision pathway to model different decision contexts for achieving
the fundamental objectives. They also present additional research opportunities for
modeling dependent and independent variables using techniques, such as structural
equation modeling, to determine the effect these moderating means objectives have on

the fundamental objectives.
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Fundamental objectives

In the following section each fundamental objective is explained, linked to academic
literature when applicable, and a quote of a value statement used in the formulation of the

objective is provided.

FO1 Maximize Patient Privacy

Patient privacy has been a long standing issue in the medical field since the inception of
electronic information systems to record and maintain patient data. In a seminal piece by
Barrows & Clayton (1996), they review the early challenges, both positive and negatives,
to patient privacy presented by the introduction and use of Electronic Medical Record
(EMR) systems. While Barrows & Clayton (1996) conclude that these EMRs may indeed
be more secure than traditional paper record keeping systems employed at the time,
concerns regarding patient privacy bear merit and require redress. However, presently
privacy concerns regarding patient data still exist, with works such as those by Brisson et
al. (2015) pointing to ongoing problems that must be solved. Issues such as tracking
patient data, broad access to medical records and ethical conflicts regarding the use of

patient data are still relevant and lacking in reasonable solutions (Brisson et al. 2015).

While concerns regarding patient privacy in academic literature are highly prevalent, they
were equally widespread within the feedback provided in the interviews conducted in this

study. Nearly every participant interviewed mentioned multiple times, in various ways,

51



privacy as a critical concern regarding their data in healthcare systems. Whether it was
related to control over disclosure or notifications when any data was transferred to a new
source, privacy concerns were revealed by participants with a high degree of detail.
Participants stated, “My personal data reveals very intimate details about my life and who
I am. It’s very private information and I don’t want anyone having access to it without
my express consent. | also want to know whoever accesses my information actually has a
reason to see it.” Hence, statements such as this reveal that through various methods such
as controls and notifications of disclosure like dynamic consent (Williams et al. 2015),

they can serve to maximize patient privacy from a patient-centric perspective.

FO2 Maximize Security of Patient Records

Just as concerns over patient privacy were prevalent throughout our interview process,
concerns regarding the security of those records went hand-in-hand for most people
interviewed. After expressing their concerns over the privacy of their records many
immediately began to detail concerns over records security. For example, one person
stated, “If my records aren’t secure, how can they be kept private? Hackers easily could
get my information and spread it anywhere they choose if healthcare systems don’t have
the best security in place to protect my data.” Sentiments such as these are quite valid as
numerous data breaches have been documented in academic research (Topol 2015; Patil
& Seshadri 2014), which support this cause for concern. An alarming statistic regarding
data breaches in healthcare systems, research has found that some 94% of healthcare

systems experienced a breach in the last 2 years at the time of the study with expectations
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that this number was unlikely to decrease (Topol 2015). To this end, many people
interviewed expressed similar beliefs and offered numerous reasons as to why security
was important as well as how it should be implemented. Many of these suggestions
centered around technical controls that emphasized security measures such as multi-
factor authentication techniques, Role-based Access Controls and the use of Encryption

to protect all forms of patient data.

FO3 Maximize Training for Proper Data Handling

While maximizing the privacy and security of patient data through the use of technical
controls is important to those we interviewed, it was recognized by a large proportion that
technical controls alone cannot ensure the privacy and security of their data. To this
point, interviewees suggested that people exposed to their data require proper training
and certification as well as an ethical mindset for handling sensitive information
correctly. Many value statements were made to the effect that all new employees should
receive mandatory training before being allowed to handle patient data, irrespective of
their line of work or the sensitivity of such data. Additionally, many people felt that these
training programs should be done on an annual basis and re-certification made a core
competency for employees within a healthcare system to continue in roles interacting
with patient data of any kind. Respondents provided value statements such as, “Proper
training is critical. The best security controls in the world won’t work if people don’t
know how to use them right.” Various studies have also found this to be true, finding

39% of breaches occurred (Ponemon 2012; Kamoun & Nicho 2014) or that leaked
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information was commonly a result of employee negligence (Johnson & Willey 2011;
Kamoun & Nicho 2014). Hence, it is therefore important that healthcare organizations
not only address privacy and security through technical controls or clear operational
procedures, but they must ensure that employees are trained in the use of such tools and

execution of given acts so that they are done correctly.

FO4 Maximize Patient Access to Medical Records

When interviewing participants about ensuring the privacy and security of patient data in
healthcare systems, a large number indicated they wanted access to their medical records
to take a proactive role in ensuring the privacy and security of their own data. Often
times, respondents indicated that they wanted unrestricted access to view the records
being kept about them, thus ensuring no data was being collected of which they did not
approve. Also, based on this access, participants in our study indicated they would prefer
to have the ability to terminate information held in their record that did not pertain to
their medical care and presented unnecessary privacy issues. One value statement to this
effect was, “If a healthcare system is using non-medical data to track me, sell things to
me or otherwise keeping data not directly related to my treatment...I want the ability to
have it removed from my records. If they don’t need it to treat me, they shouldn’t have

it.”

While many organizations may be hesitant about sharing all the information collected

about patients, research has shown that there are positive benefits to the organization and
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that any risks are often relatively minor. For example, an initial study by Ross & Lin
(2003) found that providing patients access to their medical records enhanced the doctor-
patient relationship, while risks such as causing patient confusion or worry were minimal.
However, the authors acknowledge that the supporting statistical information was limited
in power and of low quality. Another more recently published paper by van der Vaart et
al. (2014), found similar results with a high quality sample, with 44% of the sample
feeling more involved in their care and with a greater degree of knowledge of their
treatments. Hence, organizations do indeed benefit from allowing patients some access

and control over the records being kept on them.

FO5 Ensure Secure Overrides for Patient Data Disclosure

While participants in this study demonstrated a clear desire to possess control over the
use and disclosure of their information by healthcare systems, they recognized that there
may be situations where disclosure is necessary and consent may not be obtained by the
individual themselves. Additionally, it was recognized that certain use-cases which may
require data disclosure should be exempt from some of these rules or obligations as they
are simply part of the expected function of a healthcare system. For example, one
respondent stated the following, “I don’t have the time or ability to micromanage
approvals over who can use or what can be done with my data. Time can be critical, life
or death, in healthcare and some things just need to be done at that very second.” Many
respondents believed that clear procedures can be put in place to manage those specific

use-cases to ensure that when a medically relevant emergency occurs, access to critical
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data is automatic and not beleaguered by bureaucratic restraints. For this reason, Moulton

& Kin (2010) promote the idea of ethical medical decision-making to drive behavior in

such scenarios to ensure that both patient outcomes are optimal and their privacy and

security are maintained throughout the process.

Fundamental Objectives for Ensuring the Privacy and Security of Patient Data

FO1 Maximize Patient Privacy

Patient controls all data disclosure

All patient Personal Health Information stripped from
research or public disclosure

No selling of any medical data to for-profit businesses
to earn profit by healthcare organizations

Patients notified of all data disclosures and access to
their medical records

FO2 Maximize Security of Patient Records
Multi-factor authentication required for access to
patient records

Access controls in place to limit unnecessary access of
patient records (i.e. Role based access control)

All electronically shared medical records must use
encrypted communication

All electronically stored data must be encrypted and
stored in safe storage mediums

FO3 Maximize Training for Proper Data Handling
All new employees receive mandatory training on
patient privacy

Annual training and re-certification required for all
employees with access to patient data

Organizations must have compliance programs in
place

Best practices training for 1T/Security on newest
security and privacy methods and protocols

FO4 Maximize Patient Access to Medical Records
Patients have unrestricted access to view their own
medical records

Full disclosure of all data kept about patient by
healthcare organization

Patient can terminate or restrict use of non-relevant
medical data by organization

FO5 Ensure Secure Overrides for Patient Data
Disclosure

Policies in place for emergency disclosure of Patient
data

Ensure tending physician has access to all necessary
medical data

Specifically defined use-cases for overrides

All overrides must be documented in patient records

Table 3. Fundamental Objectives
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Means objectives

In the following section, the means objectives developed in step 3 of phase 1 are
presented. While the fundamental objectives are critical to the decision-context for
informing the decision-making process, means objectives serve only as a possible
pathway leading to the ultimate fundamental goals. Hence, while the means objectives
are important to this research, only an explanation of their meaning and an example value
quote that led to their formulation is provided. Future research can explore these means
objectives to better understand the relationships between them as well as their possible
effects on the decision-making process in this context using the provided means-end

network diagram (Figure 4).

MO1 Ensure Confidential Collection of Patient Data

In order to maximize patient privacy, Fundamental Objective 1 (FO1), one possible
means that could lead to such a desired outcome is by ensuring that any data collected by
healthcare systems is done so in a confidential manner. Participants believed that by
collecting data in a manner that is confidential, there is less likely to be obvious breaches
of patient privacy. One such example of this belief was the following value statement, “If
someone is collecting my personal information, | want it to go directly into a secure
system. | also don’t like writing it down...what happens to the paper copy when it’s put

into an electronic system? | want to know as few eyes as necessary are seeing my
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information.” It is for this reason that, while this is clearly an objective of note, it is only

a singular means to an end with multiple possible solutions.

MO2 Minimize Non-Essential Access to Data

Much like MO1, another possible means for maximizing patient privacy is by minimizing
or eliminating all non-essential access to patient’s data. Participants expressed a very
clear desire that if a person doesn’t have a reason to be accessing their data, access is
limited or restricted. Many who participated in this study explained this sentiment by
stating they feel only those directly in their medical care should be accessing sensitive
information. One such person stated, “Why would a hospital administrator need to see
my detailed medical record? That is between the doctors, nurses and myself.” By
expressing a clear desire for limited access, this means objective presents yet another

possible avenue for achieving the overall fundamental objective.

MO3 Ensure Patient Knowledge of Data Disclosure

Participants in this study made numerous mentions related to concerns over what persons
or entities may or may not have their information. Numerous people responded that one
way of managing patient knowledge and access to their data was by ensuring they were
made aware of various disclosures of information. For example, one participant stated,

“If a hospital makes it clear who can access my data and tells me about important
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disclosures, | don’t think I’ll be as worried about it.” By ensuring people are notified of
important disclosures regarding their sensitive data healthcare systems can then improve

patient access and facilitate patient privacy and security.

MO4 Maximize Use of Encryption on Patient Data

The security of patient data held by healthcare systems was an important objective for
participants in our study and one means of addressing security often suggested was
through the use of encryption. While most respondents did not possess in-depth
knowledge of encryption, they knew that it was a technical control which could be
implemented to make data more difficult to steal and thus result in better overall security.
Maximizing the security of patient data from the patient-centric perspective, encryption is
an important and necessary tool as demonstrated by the Office of Civil Rights within the
US Department of Health and Human services listing a lack of encryption as one of the
top 5 reasons for HIPAA violations (Lee 2016). Hence, statements such as, “My data
should always be encrypted and if it isn’t, it is definitely at risk,” are clearly backed by

corroborating evidence that emphasize its role as an important means objective.

MOS5 Minimize Sharing of Patient Data

Throughout the interview process, respondents repeatedly expressed their desire for
maximizing privacy and one means for doing so that was consistently offered was to

minimize unnecessary sharing of data. While access and sharing may be considered one
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and the same in this regard, respondents expressed a different meaning when discussing
sharing of data. In this context, it was felt that sharing of data meant moving data from
the possession of the healthcare system itself to another entity. Those interviewed for this
study often stated that sharing amongst medical entities, for example, to develop new
treatments for illnesses would be acceptable, but sharing data to improve marketing
efforts would not. Statements such as, “I only want my data shared if it directly benefits
me, not just so the healthcare system can make money using it to drive their own

agenda,” support this means objective.

MOG6 Limit Non-Essential Data Collection

Based on responses from interviews, this means objective may serve to not only lead to
the successful outcome of a fundamental objective, but also other means objectives. By
limiting what data is collected by healthcare organizations in the first place, it may be less
likely that potential privacy and security issues arise. While there may be a great deal of
data that a healthcare system could find of use, by limiting the scope of what is collected
from the patient-centric perspective, privacy could be better protected and security
measures like access controls and encryption easier to implement. Supporting this means
objective are statements such as, “If healthcare systems only collected information my
doctor needed to treat me instead of amassing anything they can get their hands on, |
would think they could focus their security efforts better.” Additional statements like the
following, “It’s easy to keep data private if you don’t collect it in the first place,” support

the notion that it may also enhance privacy.
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MO7 Ensure Regular Patient Data Training Updates

A common sentiment echoed in nearly every interviewed conducted was the idea that,
while policy, procedure and technical controls may go a long way in ensuring the privacy
and security of patient data in healthcare systems, a poorly trained employee could bring
it all down. Things like ensuring employees are properly trained in data handling, access
rights and information security were all points brought up by respondents. Additionally,
many respondents felt that having trained security professionals to help handle difficult
situations was important, something in which healthcare organizations are currently
lacking (Lee 2016). Statements like, “Training is important. Without proper training even
the best laid plans will probably fail,” help to demonstrate this objective’s use as a means

to achieving the fundamental objectives in this study.

MOS8 Ensure Mechanisms for Patient Data Release

Throughout the conducted interviews, the release of patient data was approached in
numerous ways, however many respondents expressed the desire to possess the ability to
control the release of data themselves. It was stated by a large number of people in this
study that if patients were in charge of releasing their own information, by transferring it
to a new doctor’s office as an example, they would be far less concerned about potential
breaches in privacy. To this end, statements such as, “If | had the ability to control the

disclosure of my data, that alone would make me more at ease,” may indicate
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implementation of this means objective could lead to enhanced feelings of patient privacy

and security.

MOB9 Ensure Ethical Data Disclosure Practices

In the context of ensuring the privacy and security of patient data in healthcare systems,
ethics was a common cause for concern. Many persons interviewed for this study noted
that ethical considerations should play a large role in data-related decisions and that an
ethical organization would likely do a better job protecting sensitive data. Statements
such as, “If a healthcare system has a strong ethical foundation, | think they are more
likely to do the right thing when it comes to my privacy when they share any data,”
support this objective as a viable means for enacting the fundamental objectives in this

decision context from the patient-centric perspective.

MO10 Ensure Secure Access Portals to Patient Data

Whether attempting to enact FO4 or FO5, an important means to accomplishing those
fundamental objectives is the use of secure access portals to patient data. Numerous
respondents stated that they believed one of the single greatest points of vulnerability for
their data was the point of access. Many felt uncomfortable with the idea of having access
to any form of data unless they knew it was secure and could not be easily accessed by
hackers or compromised while they are using it themselves. For example, one respondent

stated, “l don’t want to create more vulnerabilities by asking for access to my data unless
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I know it’s secure and can’t be easily used to steal my data.” This means objective then
not only influences various fundamental objectives, but also other means objectives in
this study. Hence, any organizations considering creating patient portals to view data,

should have a high degree of security to ensure patients feel safe using them.

Means Objectives for for Ensuring the Privacy and Security of Patient Data

MO1 Ensure Confidential Collection of MO2 Minimize Non-Essential Access to Data
Patient Data

MO3 Ensure Patient Knowledge of Data MO4 Maximize use of Encryption on Patient
Disclosure Data
MOS5 Minimize Sharing of Patient Data MOG6 Limit Non-Essential Data Collection

MO7 Ensure Regular Patient Data Training MO8 Ensure Mechanisms for Patient Data

Updates Release
MQ9 Ensure Ethical Data Disclosure MO10 Ensure Secure Access Portals to
Practices Patient Data

Table 4. Means Objectives

Means-end Objectives Network Diagram

After identifying both the fundamental and means objectives, Keeney (1992; 1999)
suggests a network diagram (Figure 4) be created to illustrate their interaction with each
other. The purpose of this diagram is twofold; firstly, it is used to demonstrate the flow of
means objectives into the fundamental objectives, which they help accomplish. Secondly,
it is a useful tool for enabling organizations to visualize the logical flow of objectives and
formulate policy focusing on those related to each other in their network path, an

example of which is provided below. In the diagram, the fundamental objectives, as
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previously stated, are essential to the decision context of ensuring the privacy and
security of patient data in healthcare systems, so they are listed to the right of the diagram
and at the end of the network’s flow. The means objectives are important to the decision
context in itself, but as a way to achieving some other objective. This is demonstrated by
(Figure 5) linking the means objectives that contribute to another objective and that are
ultimately necessary for the fundamental objective to be achieved. Some means
objectives are necessary or impact fundamental objectives directly, while others appear to
impact other means objectives that then serve to impact a fundamental objective. It is
important to note the interplay between means objectives themselves as well as between
the fundamental objectives so that as research progresses in this domain, all aspects that

influence the fundamental objectives are understood and given adequate consideration.

As the means and fundamental objectives are grounded in stakeholder values,
representing the norms of distribution and appropriateness essential for maintaining
contextual integrity, it provides a better opportunity for an organization or government to
understand the social complexities related to the decision context from a societal
perspective. In other words, because objectives form the basis for any policy planning
exercise, an organization or government should view our framework as a guiding point
for defining their own policy planning efforts with respect to patient data as they
explicitly address the societal norms concerning its privacy and security. Therefore, a
well-defined path aimed at this particular decision context would then not only help in the
strategic creation of a comprehensive and effective policy, but also help in identifying

alternative methods of implementation to achieve its core purpose (as suggested by
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Keeney 1992). In short, the relationships between the means and the fundamental
objectives would then help in sketching the paths of policy change to best achieve the
goal by providing valuable insight into the decision context. One useful way this can be
achieved is by using the network diagram to develop value models, which represent

decision pathways for developing policy in a given decision context.

According to Keeney (1992), the means—ends objectives network can act as a value
model representing both quantitative and qualitative relationships. The purpose of such a
model is to gain insight into a complex situation and thereby complement intuitive
thinking (Keeney 1992; Power and Sharda 2007). As previously stated in the
methodology section, the best way to describe the utility of the value model is to consider
the various fundamental objectives as being O, ...O, and m; (sub-objective) as a
fundamental measure for a fundamental objective O;. It follows therefore that the vector
m= (my, my, ..., M) would provide a description of a particular path in the diagram in
which a fundamental objective is delivered. The accumulated value of m would then
serve as a measure (quantitative or qualitative) of the idiosyncratic resources and abilities
that would fit the decision context (i.e. ensuring the privacy and security of patient data in
healthcare systems). The best way of illustrating this point is to provide a contextual
example that demonstrates the functionality of such a model. To this point, the following
is a possible method of using the network diagram to facilitate the creation of useful and

strategic policy regarding patient data.
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If an organization was looking to maximize patient privacy (fundamental objective) as a
way to ensure the privacy of patients whose data is being held by healthcare systems,
labeled as O;, one input could be to minimize sharing of patient data (means objective)
labeled as ms. However, m5 also relates to things such as minimize non-essential access
to data (m;) and ensure confidential collection of patient data (m;). This type of model
(Figure 4) illustrates a decision pathway that is therefore useful in helping an
organization in achieving one or all of the fundamental objectives. Additionally, it
provides different decision pathways for organizations to achieve the fundamental
objective, which then allows the organization to choose pathways that complement their
strengths. For this reason, based on the preferred value proposition, a number can then be
assigned to the vector m instantiating the total summated value of any given decision
pathway. Therefore, a common value model will take the form shown in Eq. (1) (Keeney
1992; Akkermans and Van Helden 2002) where k; is the weight ascribed to the objective

Oi and v; is the relative desirability scaling:

n

V= (m1.mz ..... mn) =) l(m) 1)

i=1
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Figure 5. Means-end Network Diagram

Phase 2: The Public VValue Forum

In the second phase of this research, the Public Value Forum or PVF (Keeney 1990)

begins with the selection of participants to take part in the study. Utilizing the

Fundamental Objectives developed in phase 1, the PVF will be useful in guiding the

government’s decision-making process related to the development of public policy

around the use of patient data within healthcare organization systems in order to

incorporate a patient-centric perspective. Once participants have been selected, the

process of moving through each of the 5 steps of the PVF begins with step 1 (See Figure
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3). The following is a recap of the general structure of the value forum (Keeney et al.

1990):

1. The policy problem is introduced and participants motivated

2. Objectives and attributes are defined and clarified

3. Ranking and Single-attribute utility functions elicited from all participants
4. Tradeoffs among the attributes are elicited from all participants

5. Construction of a Multi-Attribute Utility Models from results of all participants

Sample Selection

Prior to beginning the value forum, non-expert participants (N=40) were selected as a
random sample of volunteers and split into 2 separate Public Value Forums of 20
participants each. Participants were solicited from the local area in places such as medical
clinics and private doctors offices, with every 10" person being asked to participate in the
study. All were asked a serious of questions, ensuring they were legally able and willing
to participate in the study and that no personally identifiable information would be
retained by the researcher. The participants in each group ranged in age from 18 to 65
and had a split of a few more women than men. Participants had varying levels of
educational background, and some participants had previous experience or education in
the area of healthcare in the US. All of the participants had prior experience using US
based healthcare, being mostly US-born citizens; however, several participants were non-

US born citizens. The group was representative of the demographics of any major
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metropolitan city of the mid-Atlantic region in the US. All participants were at least
aware of the data collection practices of healthcare systems in the US prior to beginning
the public value forum. Additionally, a sample of experts (N=5) was selected as a point

of comparison to the non-expert participants.

As the purpose of this study is to determine patient-centric public values regarding
ensuring the privacy and security of patient data in healthcare systems, an expert panel
was not necessary (it can be said all persons are experts of their own values); however, it
was intended to offer a point of comparison between general persons of the public and
people in position to make decisions and with a more extensive background on the
subject matter. Each expert has at least 5 or more years of experience in a decision
making capacity (setting company policy, analyzing or using patient data in a decision-
making capacity at an organization etc.), they currently directly influence organizational
security policy, have at least 5 years of experience in US based healthcare and possess a

greater awareness of the threats to patient data than general public knowledge.

Conducting the Public Value Forum

After participants are selected, step 1 of the Public Value Forum begins as they are
presented the five fundamental objectives created in phase 1, with re-clarified defining
attributes and problem context to ensure proper understanding of the decision context
they are being asked to evaluate. After step 1 is complete, using these 5 fundamental

objectives, ‘good” and ‘bad’ scenarios are created along with four alternate scenarios.
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These scenarios represent different instantiations of the five objectives based on the
understanding of ‘good’ and *‘bad’ in the decision context for step 2. Once this is
complete, a diagram (see Figure 6) representing the five objectives with their attributes, a
‘value quote’, and sub-objectives is developed and provided to the participants for
reference during the remainder of the value forum. After the participants are satisfied
with their understanding of the fundamental objectives created by phase 1 and placed in
the form of a value tree for clarification and purposes of reference, the forum can then be

moved to step 3 in the process.

After step 2 of the value forum was completed, participants are given the task of
providing objective ranking and weighting, both prior to reviewing the varying
implementation scenarios and again at the end of the study. The participants are asked to
rank the five objectives for ensuring the privacy and security of patient data in healthcare
systems (See Table 5); first in order of their perceived importance (1 = Highest, 5 =
Lowest), then they are asked to review the ‘good’ and ‘bad’ scenario for each objective
and rank the magnitude of change or ‘swing’ between these scenarios for each objective
from largest (1) to smallest (5). This means participants assigned a weight that indicated
the relative magnitude of a given ‘swing’ with respect to the scenario they rated as having
the largest degree of change between the *good’ and ‘bad’ scenario. Next, the objective
rated 1 is assigned a weight of 100, the lowest rating of 5 is given a weight of 0, and all
others receive weight between 0-100 in decreasing increments by order of rank (Keeney
1990; Kirkwood, 1997). The purpose of the initial and final ranking and weighting was to

determine how, if at all, the perceptions of participants change during the study from their
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initial impression. Initially, they are only provided operational definitions of the
objectives for ensuring the privacy and security of patient data in healthcare systems, but
by the end of the study they have thoroughly examined a multitude of scenarios that
express the potential applications of these objectives in real-world scenarios (Keeney

1990; Kirkwood 1997).
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Objective Objective Objective Fundamental Objectives

Importance Importance Importance
Swing % (0-100) | Swing Rank (1- Rank (1-5)
5)
90 2 1 Maximize Patient Privacy
80 3 2 Maximize Security of Patient Records
100 1 3 Maximize Training for Proper Data
Handling
0 5 5 Maximize Patient Access to Medical
Records
60 4 4 Ensure Secure Overrides for Patient

Data Disclosure

Table 5. Example of Objective Ranking and Weighting

In addition to the ranking and weighting of the objectives, participants also examined
scenarios labeled A, B, C and D which expressed different potential real-world
instantiations of ensuring the privacy and security of patient data in healthcare
systems. These scenarios (see Figure 7) were juxtaposed with the ‘good’ and ‘bad’
scenarios and participants were asked to rank them in order of preference with respect to
the *good’ and ‘bad’ scenarios, with their most preferred scenario receiving a 2 and least
preferred receiving a 5. The ‘good’ scenario was rated as 1 and bad as 6 in order to
provide a conceptual basis of comprehension in providing scenario preference ranks by
the participants. After the ranking of the four scenarios, participants were asked to give
an importance weight (Keeney 1990; Kirkwood 1997), again with respect to the ‘good’
and *bad’ scenarios, which were assigned 100 and 0 respectively. This was done to allow
participants to demonstrate how close they felt the respective scenarios came to the
concept of ‘good’ and *bad’ in these instantiations of the objectives beyond mere ranking

(i.e. while a scenario may have ranked 2, a participant may have felt it was only 50% of

72



the way to being a ‘good’ implementation of the objectives, so this allowed them to
demonstrate how ‘close’ to good they felt a scenario came). Once this task of ranking the
various scenarios was completed, participants were then asked to rank each instance of

the scenarios A, B, C and D by the individual objective.

During the evaluation of the overall scenarios, participants may have been forced to
select an overall scenario ranking based on only a few aspects of a given scenario which
they assigned more importance to than one or more other parts (i.e. participants may have
ranked scenario C as the most overall preferred but only felt one objective C scenario was
most preferable). In order to determine if participants may have actually preferred a
differing implementation of each objective by scenario, they were asked to rank each
scenario individually by the objective (see Figure 8). This allowed participants to, for
example, select scenario C for the objective Maximize Patient Privacy as their most
preferred while also being able to select scenario A for the objective Maximize Security of
Patient Records as their most preferred. Participants were also asked to assign an
importance weight to each ranking, using the same scale as before, with respect to how
close to a ‘good’ implementation each scenario was represented. The purpose of this
redundancy demonstrated the strength of preference for each individual scenario to each
participant and how relative to ‘good’ each scenario was as well. After the entire scenario
ranking and weighting was accomplished, the participants were finally asked to re-rank
and weight the overall objectives for ensuring the privacy and security of patient data in

healthcare systems as previously stated.
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Figure 8. Individual Scenario Ranking
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Results of the Public Value Forum

With the data collection from both non-expert and expert participants completed, an
analysis was conducted on the findings for which the results will be discussed in the
following five parts; Firstly, the overall initial and final Importance and Swing rankings
and Swing weightings for both groups non-experts, notated as PVF1 and PVF2.
Secondly, the overall scenario ranking and weightings for both groups of non-experts are
detailed. Thirdly, the individual scenario ranking and weightings by objective are
detailed. Fourthly, the expert results are then outlined in the same manner as the non-
experts for comparative purposes and lastly the utility functions for non-experts, experts
and overall will be demonstrated and discussed. In the following sections each
Fundamental Objective will be notated as FO1, FO2, FO3, FO4 or FO5 corresponding to
the numerical labels applied in phase 1 on this research (See Table 3) and the 3 groups
are referred to as Public Value Forum 1 (PVF1), Public Value Forum 2 (PVF2) and
Expert Value Forum (EVF). The entire process conducted in Phase 2 takes between 1 and
3 hours depending on the participants within the forum. Public Value Forum 1 took
approximately 1.5 hours to conduct, while Public Value Forum 2 took 2 hours to
perform. The expert Public Value Forum took slightly less time than both at just over 1
hour in length. Time spent by the researcher per phase will vary by the make-up on the

participant groups.
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PVF1 Initial Importance Rank, Swing rank and Swing weight Data for Non-Experts

To begin, each of the five objectives were defined for the participants of PVFland they
were asked to rank them in order of importance (See Table 5). The study found that in the
initial rankings of the objectives, participants provided FO1 and FO2 with the highest
overall median ranks of 1.5 and 2, while the objective FO3 was assigned a median rank
of 3 and FO4 and FO5 were assigned median rankings of 4 and 5 respectively. Based on
these initial rankings, participants, with only a definitional understanding of the
objectives, clearly rate technical security measures and patient focused privacy

protections as the highest areas of importance in this decision context.

Next, PVFL1 participants assigned swing rankings for each objective based on the ‘good’
and ‘bad’ scenarios provided, which revealed that the difference between ‘good’ and
‘bad’ scenarios for each objective were likewise rated highest in the technical security
and privacy driven objectives, with FO1 and FO2 each receiving a median swing rank of
2. Interestingly, it was found that participants also found FO3 as it relates to training
persons to enact objectives such as FO1 and FO2, had a large change from *bad’ to good’
and provided a median rank of 3, while FO4 and FO5 were given median ranks of 4. This
seems to indicate that participants felt that not only were FO1 and FO2 very important
overall, the swing between ‘good’ and ‘bad” implementations was likewise of the greatest
magnitude. With the weights (Keeney 1990; Kirkwood 1997) for each swing weight
rating, participants were asked to demonstrate how drastic the change between ‘good’

and ‘bad’ scenarios was for each objective. This provided an astounding result that
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demonstrated how important the objectives were as FO1 and FO2 received mean weights
of 89.5 and 81.1 respectively (out of 100), while FO3 received 65.5, FO4 49.5 and FO5 a
slightly lesser 42.75 mean weight. This would lead one to conclude that if faced with
limited resources a strong focus on implementing strong technical security measures and
focusing on improving patient-focused privacy measures might address the most pressing
concerns of engaged users as these objectives were not only rated the highest, but also
weighted most heavily by participants as having the largest degree of impact between a

‘bad’ and ‘good’ implementation.

Objective | Mean of Median | Meanof | Median Mean Median
Importanc of Swing of Swing | Rank of | Rank of
e Rank Importan | Weights | Weights Swing Swing

ce Rank Weights | Weights
FO1 1.65 15 89.5 90 1.85 2
FO2 1.9 2 81.1 90 2.35 2
FO3 2.75 3 65.5 80 3.15 3
FO4 4.25 4 49.5 70 3.75 4
FO5 4.45 5 42.75 50 3.9 4

Table 6. PVF1 Initial Objective Ranks and Weights
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PVF2 Initial Importance Rank, Swing rank and Swing weight Data for Non-Experts

After PVF1 was completed, a second Public Value Forum using another group of
participants (PVF2, n=20) was conducted for validation and comparative purposes.
Similar to PVF1, each of the five objectives were defined for the participants of PVF2
and they were asked to rank them in order of importance (See Table 6). The study found
that in the initial rankings of the objectives, participants provided FO1 and FO2 with the
highest overall median ranks of 1 and 3, while the objectives FO3, FO4 and FO5 were
assigned median rankings of 4. Based on these initial rankings, participants in PVF2 held
similar perceptions of importance to those in PVF1; however, PVF2 clearly felt the
importance of objectives FO3, FO4 and FO5 was much harder to distinguish between

than those of PVF1.

Next, PVF2 participants assigned swing rankings for each objective based on the ‘good’
and ‘bad’ scenarios provided, which revealed the difference between ‘good’ and ‘bad’
scenarios for each objective. Similar to PVFL1, rated highest were the technical security
and privacy driven objectives with FO1 and FO2 each receiving a median swing rank of
2. It was also found that participants felt FO3 and FO4 had large changes from *bad’ to
good’ and provided a median rank of 4, while FO5 was given a median rank of 5. Again,
this seems to indicate that participants of PVF1 and PVF2 both felt that not only were
FO1 and FO2 very important overall, the swing between ‘good’ and ‘bad’
implementations was likewise of the greatest magnitude. With the weights (Keeney 1990;

Kirkwood 1997) for each swing weight rating, PVF2 participants were asked to
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demonstrate how drastic the change between ‘good’ and ‘bad’ scenarios was for each
objective. This provided an interesting result that demonstrated how important the
objectives were as FO1 and FO2 received mean weights of 73.5 and 80.25 respectively
(out of 100), while FO3 received 49, FO4 55.5 and FO5 a very low 32.25 mean weight.
This would lead one to make similar conclusions to those drawn from PVF1, yet it is
important to note that participants varied more in this forum as to the impact and
importance of training in impacting the overall decision context. A clear takeaway
supported by both forums, is that participants clearly believed that direct patient controls
over data disclosure (FO1) and technical security measures (FO2) would make a clear

and direct impact in solving this problem.

Objective | Mean of Median | Meanof | Median Mean Median
Importanc of Swing of Swing | Rank of | Rank of
e Rank Importan | Weights | Weights Swing Swing

ce Rank Weights | Weights
FO1 1.75 1 73.5 85 2.25 2
FO2 2.6 3 80.25 875 2 2
FO3 3.55 4 49 50 3.4 4
FO4 3.4 4 55.5 62.5 3.45 4
FO5 3.7 4 32.25 0 3.9 5

Table 7. PVF2 Initial Objective Ranks and Weights
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PVF1 Final Importance Rank, Swing rank and Swing weight Data for Non-Experts

After the overall and individual scenario ranking and weighting was completed,
participants in PVF1 were then asked to re-evaluate their prior objective ranking and
weightings to determine whether their perceptions changed based on the potential real-
world implementations of the objectives (See Table 7). It was found that the overall
importance rankings stayed relatively similar, with FO1 and FO2 flipping in rankings yet
retaining median rankings above 2. FO5 rose in its median ranking to 4 from 5, while
FO3 and FO4 stayed the same with a median ranking of 3 and 4 respectively. Swing
rankings for each objective changed very little as it appears that seeing proposed
instances of implementation did little to influence PVF1 participants understanding of the
objectives, with rankings remaining the same and weights staying relatively similar to the

initial figures.
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Objective | Mean of Median Mean of | Median Mean Median
Importanc of Swing of Swing | Rank of | Rank of
e Rank Importan | Weights | Weights Swing Swing

ce Rank Weights | Weights
FO1 2.25 2 86.9 90 1.85 2
FO2 1.55 1 87 95 2 2
FO3 2.9 3 67.25 80 3.2 3
FO4 4.1 4 44.25 50 4 4
FO5 4.2 4 43.75 50 3.95 4

Table 8. PVF1 Final Objective Ranks and Weights

PVF2 Final Importance Rank, Swing rank and Swing weight Data for Non-Experts

Similar to PVF1, after the overall and individual scenario ranking and weighting was

completed, PVF2 participants were then asked to re-evaluate their prior objective ranking

and weightings to determine whether their perceptions had changed after seeing potential

real-world implementations of the objectives (See Table 8). It was found that the overall

importance rankings experienced a greater degree of delineation than in the initial

rankings, with FO1 and FO2 having median rankings of 2; however FO3 and FO4 rose in

its median rankings to 3 from 4, while FO5 stayed the same with a median ranking of 4.

Swing rankings for each objective changed the most dramatically as it appears that seeing
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proposed instances of implementation enhanced PVF2 participants understanding of the
objectives. Median swing ranks for FO1 and FO2 remained at 2, while FO3 moved up
from 4 to 3, FO4 stayed at 4 and FO5 fell from 4 to 5. While the magnitude of these
changes appears relatively minor, FO3 initially had a mean weight of 49, while on the
final evaluation the mean weight rose to 52.75. Alternatively, the fall of FO5 from 4 to 5
in swing rank did not result in such a large change (32.25 to 39 mean weight), indicating
that the Value Forum process provided greater clarity and understanding to participants

of PVF2.

Objective | Mean of Median | Meanof | Median Mean Median
Importanc of Swing of Swing | Rank of | Rank of
e Rank Importan | Weights | Weights Swing Swing

ce Rank Weights | Weights
FO1 2.4 2 79 87.5 2.15 2
FO2 2.3 2 81.4 90 2 2
FO3 3.25 3 52.75 60 3.25 3
FO4 3.35 35 56 67.5 3.6 4
FO5 3.7 4 29 0 4 5

Table 9. PVF2 Final Objective Ranks and Weights
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This final recap of Importance Rank, Swing Rank and Swing Weight is useful because it
re-emphasizes the importance of the technical and procedural objectives (FO1 and FO2)
as well as highlights the impact ‘good” and ‘bad’ implementations of each objective has
in the public perception of the privacy and security of their data in healthcare systems.
Further, a deeper understanding of FO3 revealed that when participants were provided
with real-world examples of scenarios illustrating the objectives, the training of persons
charged with handling data received more importance and the difference between ‘good’
and ‘bad’ scenarios was viewed as much greater than initially perceived to be. This
finding revealed the importance of both creating a comprehensive understanding of the
concept of privacy and security in this context as well as how real-world instantiations of
each objective can impact the public’s perceptions of an objective’s importance with

respect to ‘good’ and ‘bad’ implementations.

PVF1 Scenario Selection Preference for Non-Experts

If government is looking to protect the privacy and security of data in healthcare systems
from a patient-centric perspective, understanding the importance of the objective to their
users is useful in directing the allocation of finite time and resources. It is also of equal
importance to understand the means by which a government organization can enact those
objectives to accomplish such a task, anticipating the preferred method by which users
will respond to those measures in the most positive way. This was first done in the study
by having participants evaluate the proposed implementation scenario ‘options’ in a

holistic manner where the scenarios, labeled A, B, C and D, ranged from high
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government involvement (scenario A) to very little/no government involvement (scenario
D). Participants were asked to rank, based on their preference, the order in which the
scenarios represented ‘good’ to ‘bad’ options, with 2 being their most preferred and 5
being their least preferred overall scenario for the objective’s implementation. Lastly,
participants weighted their rankings relative to how ‘good’ or ‘bad’ they were compared

to the baseline good and bad scenarios.

The results from this portion of the study (see Table 9) provided insight into public
preferences with respect to the actions a government body should take in ensuring the
privacy and security of data in healthcare systems from a patient-centric perspective. The
study found that PVF1 participants tended to favor scenario C with a median rank of 3,
mean rank of 2.95 and a mean weight of 74.5, demonstrating that they found an option
where government and healthcare systems cooperate and work together with government
only penalizing failures that result in actual damage to the patient is preferred in order to
ensure the adequacy of these protection methods. By contrast, scenario D was the least
preferred of all the scenarios receiving a median rank of 5 and a mean weight of 52.65,
indicating that PVF1 participants did not find a ‘hands off’ government approach
appealing. This approach leaves the vast majority of the responsibility and accountability
for protecting data in the hands of the organization, with little reason for ensuring their
own compliance. This contrast is very important for government organizations as it
demonstrates that users clearly want mechanisms in place that work to ensure their data is
safe, but they prefer to let healthcare systems have a higher degree of input in how such

protections should be implemented and take place. This is an important takeaway for
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healthcare systems as it appears to indicate PVF1 participants held a large degree of trust
in these systems to do the right thing, without the constant threat and compulsion for

government mandated compliance.

Scenario Mean Rank Median Mean Median
Rank Weight Weight
A 3.15 3 73.55 80
B 3.35 3 68.75 775
C 2.95 3 745 80
D 4.55 5 52.65 60
Good 1 1 100 100
Bad 6 6 0 0

Table 10. PVF1 Scenario Selection Preferences

PVF2 Scenario Selection Preference for Non-Experts

For PVF2, the scenario selection process was conducted the same as in PVF1 with the
results from this portion of the study (see Table 10) providing additional insight into
public preferences in this decision context. The study found that PVF2 participants, much

like PVF1, favored scenario C with a median rank of 2.5 and a mean weight of 76.05.
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Also similar, scenario D was the least preferred of all the scenarios receiving a median
rank of 5 and a mean weight of 35.5, indicating that PVF2 participants did not find a
‘hands off’ approach appealing. This approach leaves the vast majority of the
responsibility for prevention in the hands of the user. While there are important
similarities between PVF1 and PVF2, it must be noted that PVF2 clearly had stronger
preferences between the 4 presented scenarios. Another interesting point is that both
PVF1 and PVF2 preferred scenario C the most, a highly cooperative approach, and
scenario A second most, a highly government directed approach. Future research may
look to explore why a more moderate approach such as scenario B was not more
preferred than scenario A as current methods of policy implementation in this decision

context are most similar to scenario B.
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Scenario Mean Rank Median Mean Median
Rank Weight Weight
A 2.95 3 67.85 72.5
B 3.55 4 58.05 60
C 2.7 2.5 76.05 80
D 4.8 5 375 35
Good 1 1 100 100
Bad 6 6 0 0

PVF1 Individual Scenario selection by Objective for Non-Experts

In this final portion of phase 2, PVF1 participants were asked to rank, in order of
preference, each scenario by the objective. This was done to assess whether participants
may prefer different methods of implementation based on the given objective. The results
(see Table 11) from this method of individual scenario selection and preference indicate
that generally scenario C is the preferred choice for objective implementation with
scenario B leading scenario C in only 1 objective, FO5. The results of this section are still

overall consistent with the holistic scenario selection for PVF1 as Scenario A, B and C

Table 11. PVF2 Scenario Selection Preferences
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are all close in weight with scenario C generally holding a moderate edge in every

objective except FO5.
Fo1 Fo2 FO3 FO4 FO5
Mean Mean Mean Mean Mean
Median Rank Median Median Median Median
Scenarios Weight (0- Weight (0- Weight (0- Weight (0- Weight (0-
(1-6) 100 Rank (1-6) 100 Rank (1-6) 100 Rank (1-6) 100) Rank (1-6) 100
Good 1 100 1 100 1 100 1 100 1 100
Scenario
Scenario A 3 738 4 713 3 74.75 3 69.35 3 7175
Scenario B 3 1275 3 12.25 4 64.75 4 70.25 3 73.25
Scenario C 3 17 3 17 3 77 3 74.25 35 7225
Scenario D 5 54.15 5 5345 45 56.75 4 624 5 58.2
Bad Scenario b 0 6 0 b 0 6 0 b 0

Table 12. PVF1 Individual Scenario Selection

PVF2 Individual Scenario selection by Objective for Non-Experts

Just as with PVFL1 in this final portion of phase 2, PVF2 participants were asked to rank
in order of preference, each scenario by the objective. This was done to assess whether
PVF2 participants may prefer different methods of implementation based on the given
objective. The results (see Table 12) from this method of individual scenario selection
and preference strongly indicate that scenario C is the preferred choice for objective
implementation with scenario A leading scenario B as the second choice in every
objective. The results of this section are overall consistent with the holistic scenario
selection for PVF2 as weights for Scenario A, B and C are all evenly distributed with

scenario C holding a commanding edge for every objective.
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FO1 FO2 FO3 FO4 FO5
Mean Mean Mean Mean Mean
Median Rank Median Median Median Median
Scenarios Weight (0- Weight (0- Weight (0- Weight (0- Weight (0-
(1-6) 100) Rank (1-6) 100) Rank (1-6) 100) Rank (1-6) 100) Rank (1-6) 100)
Good 1 100 1 100 1 100 1 100 1 100
Scenario
Scenario A 3 69.1 3 66.6 3 61.1 4 61.85 3 63.85
Scenario B 35 68 4 55.5 4 52 56.25 35 535
Scenario C 3 75.5 3 76.25 25 68 3 73.5 3 69.75
Scenario D 5 48.7 5 505 45 50 45 53.75 4 51.05
Buod Scenario 6 0 6 0 6 0 6 0 6 0

Table 13. PVF2 Individual Scenario Selection

Expert Value Forum Results

Initial Importance Rank, Swing rank and Swing weight Data for Experts

As with the non-expert PVF1 and PVF2 participants, the value forum began by having

each of the five objectives defined for the expert participants, and then having the

participants rank the objectives in order of importance (See Table 13). The study found

that in the initial rankings of the objectives, expert participants provided FO1 and FO2

with the highest overall median ranks of 2 and 1 respectively, while the objective FO3

was assigned a median rank of 3 and FO4 and FO5 were assigned median rankings of 4

and 5. Based on these initial rankings, experts, much like the non-expert participants,

clearly rate technical and procedural patient privacy protection measures highest in

importance in this decision context.
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Next, expert participants assigned swing ratings for each objective based on the ‘good’
and ‘bad’ scenarios provided. This revealed that the difference between ‘good’ and *bad’
scenarios for each objective were different than in terms of importance with FO2 and
FO3 being given swing ranks of 1 and 2. This indicates that while experts feel FO1 is
important, more so than FO3, in terms of implementation effectiveness they felt that FO2
and FO3 were tied together and therefore FO3 rose in rankings. Much like the non-expert
participants, experts felt FO4 and FO5 were both less critical in this decision context and

both ranked and weighted them lower.

Objective | Mean of Median of | Mean of | Median Mean Median
Importance | Importance | Swing | of Swing | Rank of | Rank of
Rank Rank Weights | Weights | Swing Swing

Weights | Weights
FO1 2.6 2 69.6 89 3 3
FO2 1.2 1 98 100 1.2 1
FO3 3.2 3 87.4 89 2.2 2
FO4 3.8 4 19 0 4.6 5
FO5 4.2 5 52 60 4 4

Table 14. Expert Initial Ranks and Weights
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Final Importance Rank, Swing rank and Swing weight Data for Experts

After the overall and individual scenario ranking and weighting was completed, expert
participants were then asked to re-evaluate their prior objective ranking and weightings to
determine whether, after seeing potential real-world implementations of the objectives,
their perceptions had changed (See Table 14). It was found that the overall ranks and
weights for every objective stayed nearly the same, with the swing weights for FO1 rising
slightly from 69.6 to 74.6 and FO4 falling slightly from 19 to 16. The most interesting
insight from this comparison between the expert initial and final rankings is both the
consistency between them, and how the results compare to the non-experts. FO2 and FO3
are highly rated in all forums, yet non-experts gave FO1 a much higher rating across the
board, perhaps due to the greater power yielded to the patients with respect to their

control over data.
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Objective | Mean of Median Mean of | Median Mean Median
Importanc of Swing of Swing | Rank of | Rank of
e Rank Importan | Weights | Weights Swing Swing

ce Rank Weights | Weights
FO1 2.6 2 74.6 89 2.8 3
FO2 1.2 1 98 100 1.2 1
FO3 3.2 3 87.4 89 2.2 2
FO4 3.8 4 16 0 4.8 5
FO5 4.2 5 52 60 4 4

Table 15. Expert Final Ranks and Weight

Scenario Selection Preference for Experts

In the same way non-expert participants were asked to evaluate scenarios, expert

participants first evaluated the scenario ‘options’ in a holistic manner where the

scenarios, labeled A, B, C and D, ranged from high organization involvement (scenario

A) to very little organization involvement (scenario D). The experts were asked to rank,

based on their preference, the order in which the scenarios represented ‘good’ to ‘bad’

options, with 2 being their most preferred and 5 being their least preferred overall

scenario for the objective’s implementation. Lastly, the experts weighted their rankings

relative to how ‘good’ or ‘bad’ they were compared to the baseline good and bad

scenarios.
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The results from this portion of the study (see Table 15) provided insight into expert
preferences with respect to the actions a government body or organization should take in
ensuring the privacy and security of patient data in healthcare systems. The study found
that the expert participants tended to favor scenario B and C with a median rank of 3 each
and mean weights of 72.6 and 70.8 respectively, demonstrating that they found options
similar to what is already being done (scenario B) or an option that gave the organization
more control (scenario C) likely to be most effective. However, upon further discussion
with expert participants, those who selected scenario B as most preferable indicated they
did so because they knew the results based on the effectiveness of current policy being
implemented in this way. Experts who selected scenario B as most preferable also
selected scenario C as a second choice, noting they felt more flexibility by organizations
would be more effective than more stringent government policy. Conversely, experts who
selected scenario C as most preferable also selected scenario B as the second most

preferable for similar reasons.

By contrast, scenario D was the least preferred of all the scenarios, receiving a median
rank of 5 and a mean weight of 20.4. Experts also found Scenario A to be of little appeal
with a rank of 4 and mean weight of 55.8. Experts’ low rating for Scenario A and D could
mean that while they disapprove of a heavy handed government approach, a near hands-
off approach is even less appealing. This contrast is very important for governments
implementing policy as it demonstrates that users, expert and non-expert alike, clearly

want policy-based mechanisms in place that work to ensure their privacy and security,
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but they prefer organizations maintain a higher level of control and discretion over the
exact use and implementation of those mechanisms as opposed to having mechanisms
forced upon them irrespective of relevancy to a healthcare systems’ circumstances. It is
important to note that the mean rank of Scenario C was 3 and the mean rank of B was
2.6, hence the swing weights accurately reflect scaling of the participants selection and

demonstrate how close Scenario C and B were amongst experts in terms of strength of

preference.

Scenario Mean Rank Median Mean Median
Rank Weight Weight

A 3.4 4 55.8 40

B 2.6 3 72.6 70

C 3 3 70.8 80

D 5} 5) 20.4 15

Good 1 1 100 100

Bad 6 6 0 0

Table 16. Expert Scenario Selection Preferences
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Individual Scenario selection by Objective for Experts

In this final portion of the study, expert participants were asked to rank, in order of
preference, each scenario by the objective. This was done to assess whether participants
may prefer different methods of implementation based on the given objective. The results
(see Table 16) from this method of individual scenario selection and preference indicate
that the experts, irrespective of the objective being addressed by the scenario, tended to
prefer Scenario B. Again of note, Scenario C had a similar median rank and very close
mean weight. Unlike the non-expert participants, experts placed more weight on Scenario
B as a primary preference; meaning while Scenario C and B are the most preferred
individual scenario implementations for experts and non-experts overall, scenario B is
highest for experts and scenario C for non-experts. However, when discussing their
choices with the experts, most maintained that the choice of scenario B over C was
primarily attributed to a lack of motivation for challenging the status quo and a clear
understanding of what is already in place rather than what could potentially be with

another style of implementation.

fo1 fo2 F03 Fo4 FO5
Mean Mean Mean Mean Mean
Scenarlos M“{':l;'a"" Welght (0- RMid[':"s] Welght (0- R:'id['f"é’ Welght (0- R:’:‘id['f"ﬁl Welght (0- R:ﬁ':"ﬂ Welght (0-
100) ankl- 100) i 100) 100) 100)
Good 1 100 1 100 1 100 1 100 1 100
Scenario
Scenario A 7 572 7 562 2 562 2 518 2 518
Scenario B 3 726 3 726 3 726 3 726 3 726
Scenario C 3 ) 3 ) 3 70 3 714 3 714
Scenario D 5 20.4 5 204 5 204 5 204 5 204
Bad Scenario 6 0 6 0 6 0 6 0 6 0

Table 17. Expert Individual Scenario Selection Preferences
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Public Value Forum Utility Function Results

In the final stage of phase 2, utility functions are calculated for each fundamental
objective in the decision context for each of the 4 scenarios provided. This is done for the
non-experts (both groups) and experts, and then using an overall utility for the combined
groups it allows for a holistic model. This holistic model then enables the assessment of
the efficacy of a policy derived from these alternatives. Therefore the importance of this
calculation and subsequent model is twofold: Firstly, it allows an analysis of the
scenario’s utility within each objective to determine the preferences of each group as well
as overall. Secondly, it enables a government organization or institution to build a policy

which addresses each fundamental objective and measures its utility by scenario.

To calculate the group utilities, an individual utility was calculated for each participant in
both the non-expert and expert groups. These were then weighted and summated (see
formula pg. 31) to create an overall utility for each group. The scaled weight for each
participant in each group was the same (1/n) as the study is interested in the overall
values of the public regarding the decision context. Therefore, whether a participant is
considered an “expert” or a “non-expert” on the subject matter should not give them any
greater weight in the overall solution as they are all equal members of the general public.
The purpose of having multiple groups was to analyze if there were any significant
differences in values that may warrant a different weighting scale and for overall
comparative purposes. While differences do exist, the results tend to show similar trends

amongst groups and overall preferences are generally similar. Additionally, the smaller
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sample size of the expert group (n=5) is more susceptible to expressions of significant

differences in rank and weight between participants.

The utilities for each objective (see table 17), which are expressed by scenario,
demonstrate the same trends observed in the previous sections results. Clear preference
for Scenario B and C exist for experts and non-experts alike; however, experts tend to
prefer Scenario B and non-experts express greater preference for Scenario C. These
preferences are reflected by the corresponding utilities for each group and are still
generally seen in the final overall utilities when both groups’ results are combined. It is
important to note that in the non-expert group, a solution similar to Scenario A would
receive a higher utility than B in 3 of the 5 objectives for PVF1 and PVF2; however,
those differences are all marginal, typically within 0.1 points. Likewise, a solution
addressing the expert group’s concerns similar to Scenario B is preferred more than
Scenario C in 4 out of 5 objectives, yet in FO4 scenario A is most preferred. It is also
useful to note that the order of scenario preference maintains overall consistency between
groups and by objective in overall utility, the only variation being FO5 for all 3 groups.
This may suggest solutions that take an approach of moderation, ceding slightly more
control to organizations in the application of these objectives, will be consistently more

appealing to those most affected by their implementation.

The use of these utility calculations by a governmental institution will be in determining

the overall efficacy of a policy aimed at maximizing the privacy and security of patient
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data in healthcare systems. For example (see table 17), an organization may attempt to
address the problem of privacy and security in their organization by working to
specifically address the fundamental objectives FO1 and FO2 and giving minimal effort
or resources to the remaining objectives. However, they only have the ability to
implement policy, which addresses these concerns in a manner similar to Scenario C and
the remaining objectives receive treatment similar to that of Scenario D. An organization
would then calculate the overall utility of their policy by adding FO1 and FO2 scenario C
utility of 19.7 and 20.8 and the remaining objectives scenario D utility, 9.6, 8.1 and 6.4
respectively. This would result in the policy having an overall scaled utility of 64.6 out of
a possible 100. However, with current implementation closer to scenario B, it would also
be possible to express a current utility score demonstrating the value of efforts using
current methods of implementing policy. For example, by replacing all scores with those
of scenario B and comparing them to scenario C, the overall utility of current
implementation type B would be 65.8 compared to 74.2 for scenario C. Therefore, it
would be possible to increase the overall utility related to policy implementation through
organizational collaboration with a government institution that could allow for

implementation of objectives using solutions similar to that of Scenario C.
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Maximize Patient Privacy

Non-Experts Utility VF1 MNon-Experts Utility VF2 Experts Liility Overall Utility
Scenario A 19.2 18.7 12.9 18.3
Stenario B 19.1 19,1 16 187
Stenario C 20.9 19.8 14.7 19,7
Scenario D 14.6 13.4 4.4 12.9
Maximize Security of Patient Records
Non-Experts Utility VF1 Non-Experts Utllity VF2 Experts Utility Owverall Utility
Scenario A 18.8 17.2 17.3 17.9
Scenario B 18.8 14.5 22.5 17.3
Scenario C 19.9 21.5 21.9 20,8
Scenario D 14.2 14 B.5 13.3
Maximize Training for Proper Data Handling
Non-Experts Utility VF1 Non-Experts Utllity VF2 Experts Utility Overall Utility
Scenario A 16.1 12.3 148 14.3
Scenario B 12.9 10 19.3 12.3
Scenario C 15.4 12.1 18.7 14.3
Scenario D 12 B.3 5.3 9.6
Maximize Patient Access to Medical Records
Non-Experts Utility VF1 Non-Experts Utility VF2 Experts Utility Owerall Utility
Scenario A 12.8 15.6 4.2 9.8
Scenario B 12.7 13.9 3.4 9.1
Scenario C 13.2 19.3 2.1 10,9
Scenario D 11.9 13.2 0 Bl
Ensure Secure Overrides for Patient Data Disclosure
Non-Experts Utility VF1 Non-Experts Utility WF2 Experts Utility Owerall Utility
Scenario A 8.7 & 6.9 7.4
Scenario B 10,1 6.2 11.4 B.4
Scenario C 9.6 6.5 12.4 B.5
Scenario D 74 5.9 4.1 6.4

Table 18. Overall Public Value Forum Utility Function Results

Phase 3: Developing an Objective-based Decision Model

In order to improve the privacy and security of patient data stored by healthcare systems,
a useful model which includes both the patient-centric concerns and governmental
regulations could be used to analyze their current levels of protections with respect to the
privacy and security of patient data. This patient-centric privacy and security assessment

model should not simply identify whether objectives were done successfully, but the
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degree of success (or lack of) in order to demonstrate areas in need of improvement. The
model, and therefore the results of the analysis, can also serve as a means for comparing
the privacy and security of patient data amongst various healthcare systems by the
government, providing more than a basic pass/fail auditing mechanism and providing
healthcare systems quantified metrics as a baseline for improvement. This is where
Keeney’s (1992; 1996) Value Focused Thinking (VFT) for decision analysis can help
create an objective-based framework for government regulatory organizations, such as the
National Office for Health Information Technology (HealthIT.gov), as well as healthcare
systems to model the necessary objectives for maximizing the privacy and security of
patient data and demonstrate gaps in their performance relative to their goals which can
then be improved upon (Merrick et al. 2005a; Merrick et al. 2005b; Merrick & Garcia

2004).

This process occurs in five basic steps adapted from Keeney (1992) and Merrick et al.
(2005a; 2005b) and can derive its objectives directly from literature which has previously
established and defined the measurable regulatory objectives for privacy and security in
healthcare (i.e. HIPAA and HITECH) as well as from the process outlined in phase 1 (see
figure 2, pg. 23). Additionally, privacy and security experts in the realm of healthcare
should be interviewed to elicit the necessary importance and swing weights to fully build
out the proposed model and perform an analysis on a real use-case healthcare system. For
this research, an example of how this can be done is provided as a proof-of-concept,
using objectives derived from phase 1 (see table 3. Pg. 49) as well as directly from

HIPAA and HITECH regulations. However, before this can be done, it is first necessary
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to discuss in detail the steps which will be undertaken as the methodology for this
research. It is important to note that this model will use fundamental objectives, which
are defined by Keeney (1992; 1996) as “providing a structure for clarifying the values of
interest in a given decision context and provide a basis for evaluating alternative,” while
strategic objectives are “relevant to a wide range of decision contexts, to a long time
period, and to many levels in an organization.” This proposed model must then use
fundamental objectives for measuring the privacy and security of patient data in
healthcare systems, but will organize them in the context of strategic objectives which
meet the general goals of an organization implementing the privacy and security measure

as directed by HIPAA and HITECH.

The process for developing and quantifying the privacy and security objectives will

involve the following steps (Keeney 1992, 1996; Merrick et al. 2005):

(1) Critical analysis of the relevant literature, which is conducted by the analysts,
to identify the factors that are fundamentally important for the organization's
success in maximizing the privacy and security of patient data. The analyst

ensures that important objectives are not omitted.

(2) The objectives are structured into a hierarchy that clarifies the differences
between strategic and fundamental objectives and eliminates redundancies of

objectives.
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(3) Experts define attributes for the objectives to clarify exactly what the
objectives mean and to measure any possible consequences. The measurements
also include importance and swing weighting for each objective in the model by
experts in the privacy and security of patient data in healthcare systems

(Kirkwood 1997).

(4) Developing a utility function over the strategic objectives that indicates value
trade-offs among the objectives. The utility function should reflect the viewpoints
of privacy and security experts in an organizational context related to maximizing

the privacy and security of patient data.

The best way to describe the utility of this type of value model is to consider the
various fundamental objectives as being O, ...O, and m; as a measure for a
fundamental objective O;. Therefore, it follows that the vector m= (mj, my, ...,
my,) would provide a description of a particular path in which a fundamental
objective is delivered. The accumulated value of m would then serve as a measure
(quantitative or qualitative) of the characteristic resources and abilities that would
fit the decision context (i.e. assessing the privacy and security of patient data in
healthcare systems). In the additive case (Keeney 1992), the overall utility v for

any alternative described by m;-mj is:

n
v= (m, m, mn) = kyi(m;)
1=1
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where n is the number of attributes, where k; is the weight ascribed to the

objective O; and v; is the relative desirability scaling.

(5) Assessing the value gaps of individual objectives based on the outcomes of
the analysis. This identifies areas for improvement and allows a cost-benefit
analysis to be performed to determine to most cost-effective areas to implement

change and target finite organizational resources.

Through the completion of these steps a proposed proof-of-concept model will be
developed to demonstrate its potential usefulness in the context of an organizational
assessment. This is done through the analysis of a given healthcare organization’s
implementation of the fundamental objectives necessary to maximize the privacy and
security of patient data in healthcare systems. The healthcare system used for this proof-
of-concept test is based in the US mid-Atlantic area and is a large provider of patient care
in the region. In phase 2, experts from this healthcare system provided weights and
suggested measurements for the fundamental objectives, which can then be used as an
example of how this model can be implemented by either healthcare systems or
government agencies seeking to assess how well an organization is protecting patient
data. The remainder of phase 3 explains how this proposed model can be used to assess
of overall privacy and security of patient data in healthcare systems as a proof-of-concept

and how it can be fully implemented in later research.
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The goal of phase 3 is that experts can utilize the proposed model to evaluate each of the
objective criteria on their respective measurement scales individually and the totality of
the assessment will provide a summated score of how well a healthcare organization
protects patient data. The completed score will be scaled in order to create a comparative
rating between 0 and 100 (O being the worst and 100 the best) to indicate the relative
success of any given healthcare system in addressing the objectives for maximizing the
privacy and security of patient data. A gap analysis of each objective and strategic
context can also be completed to demonstrate which objectives were most completely
addressed by the healthcare system and which ones have room for improvement. This
analysis demonstrates both the impact of the objective itself (its given contribution to the
model), the degree to which it was addressed by the healthcare system, and the gap or
“degree” for potential improvement. Additionally, with this information a cost-benefit
analysis could be used determine which objectives with the highest gaps in performance
should be rectified first, comparing the cost to improve by the scaled improvement in
their overall scoring metric. This cost-benefit analysis should be based on the objective’s
weighted impact to the overall model and the cost of implementing such an improvement
to the healthcare system. This is important as a healthcare system may identify several
areas to target improvement, but some may require costs which are untenable to the
organization. Instead, objectives elucidated by the model which are the most impactful
and cost effective to address should be those focused on first with the model providing

quantitative evidence for doing so.
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Identifying and Structuring Objectives

In this section, an objective hierarchy for measuring privacy and security protections
related to patient data in healthcare systems is developed from the existing literature (ie.
HIPAA and HITECH) as well as from the research conducted in phase 1 in order to
incorporate a patient-centric perspective. Here, each fundamental objective is categorized
by strategic objective, which are general in nature and applicable across a wide range of
healthcare system types. This is done to maximize the readability of the model and
aggregate categorically similar objectives for assessment purposes. Additionally, it
allows a more granular gap analysis allowing a comparison amongst various categories,
multiple category objectives or objectives within a single category. The objective-based
hierarchy (Figure 9 & 10) represents the culmination of fundamental objectives which
can be used to measure the efficacy of a healthcare system’s privacy and security
measure related to protecting patient data and identify gaps for future improvement.
Further, as experts from the aforementioned healthcare system in phase 2 facilitated
definitions for measurement scales, as well as importance and swing weights, an example
of a potential use case to demonstrate proof-of-concept is provided with the text to
illustrate the model development process. To fully develop this hierarchy, each category
was developed by the experts using the Guide to Privacy and Security of Electronic
Health Information as provided by The Office of the National Coordinator for Health
Information Technology, available from HealthIT.gov. This guide helped to ground the
hierarchy and its relevant categories and objectives firmly in the necessary US
Regulatory framework and incorporate the patient-centric objectives in an easy to

manage way.
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Defining Measurable Objective Ranges

In this phase, experts refine the attributes for the objectives to clarify exactly what the
objectives mean and to determine if any additional objectives of importance should be
added. Additionally, experts determine the criteria used to measure these objectives in
order to ensure a consistent model with which the various objectives can be evaluated by
a government agency or healthcare system. This process can generally take several hours

if all expert participants meeting at one time and in a single location. However, repeated
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meetings over a period of several days may be necessary if some participants are unable
to attend a single session for a prolonged period of time. All experts were able to meet
and define each objective in a single session lasting 2 hours, defining and clarifying each
objective one at a time and determining effect measurement scales for each one by a

simple majority decision, guided by the researcher.

Therefore, the output of this phase (example, see Table 19) in the development of the
evaluation model requires the following: all necessary objectives for evaluation,
consistent definitions to ensure uniform understanding of the objectives, and scales by
which the objectives can be measured by the model. Some evaluation measures will
require constructed scales as not all objectives may have easily quantifiable metrics by
which they can be measured; however, they are still important to the decision context and
should be included. The exact definitions are set through the collective efforts of the
expert participants and structured by the researcher to ensure they remain properly

contextualized for the problem at-hand.
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rank deduction.

Objective Definition/Measure Scale
Maximize All Patient Data, both PHI and non-PHI #1110 5.
Patient Data is encrypted while at rest and in transit
Confidentiality using the latest security protocols. 5 Ideal
System is up-to-date (within 15 day 4 Above Adequate
update cycle) with latest security
updates. Ideal score is 5, each 3 day 3 Adequate
interval beyond 15 results in 1 rank 2 Substandard
deduction, unencrypted PHI data is 2
rank deduction and non-PHI data is 1 1 Failing

Table 19. Example Objective Definition and Measurement Scale

Defining Attribute Weights and Developing the VValue Function

Once the measurements scales and definitions are completed, importance and swing
weighting for each objective in the model is elicited from the healthcare privacy and
security experts (Kirkwood 1997). In order to do this, importance scales are constructed
for each objective based on the proposed measurement scale. The importance weights are
from 0 to 100 with O being the worst and 100 being the best. The experts weight points
on the measurement scale with the importance weight, which allows for the construction
of single-attribute value functions (Figure 11) (Keeney 1992, 1996; Merrick et al. 2005).
Importance weights are intended to demonstrate an actual measure of difference between,
for example, a rank of 1 and a rank of 5 for an objective. The goal is that if a 5 rating is

the best and weighted 100 then a 4, which is weighted as a 75, is essentially 75% as good.
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This distinction is important, because without importance weights we are unable to

discern how much worse a 4 is to a 5 as perceived by the rater of a given objective.

Figure 11. Example of Single-Attribute Utility for Maximize Patient

Data Confidentiality
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After importance weights have been assigned swing weights are elicited for each
objective relative to the others as well as by category (Figure 12 & 13). This allows the
framework to create a holistic evaluation (multi-attribute value function) of a healthcare
system’s protection of patient data and define the overall impact of each objective
relative to an organization’s strategic goals (See Figure 14). This will further allow an
organization to perform a gap analysis by objective and category in order to develop
processes to improve the privacy and security of patient data within their organization.

The solution uses scaled weights (Kirkwood 1997) to derive global weights for the



objectives themselves as well as for the strategic objectives. Similar to importance
weights, we need a metric to define the impact of an objective in the overall context of
the decision. Participants should be asked to review “all good” and “all bad” scenarios for
each objective and rank the magnitude of change or ‘swing’ between these scenarios for
each objective from largest to smallest by strategic category (each category has its
objectives ranked separately). This means participants are then asked to assign a weight
that indicates the relative magnitude of a given ‘swing’ with respect to the scenario they
rated as having the largest degree of change between the ‘good’ and *bad’ scenario. To do
this the objective that ‘swings’ the most in each category should be given a swing of 100
and each rank given a lower number going as low as 0, relative to the one above it in the
ranking. The objective weights are then scaled by taking each weight and dividing it by
the total of all weights. Global weights, which are necessary for categorical comparisons,
are created by weighting each category and then scaling those weights and multiplying

each objective’s scaled weight by their respective category’s scaled weight.

ORG A ORG B ORG C

m Privacy m Security Compliance Training

Figure 14. Categorical Breakdown of Overall Utility Score
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Objective Value Gap Analysis

By scaling the weights to provide a global weighting, this allows organizations to
perform a gap analysis (Figure 14) by objective and category in order to develop process
improvements to overcome any deficiencies in evaluation of their organizations privacy
and security protections of patient data (Merrick et al. 2005). This is based on the
objective’s single-attribute utility function and can be measured at the categorical level or
in a more granular fashion at the objective level. If the developed functions demonstrate a
maximum allowed utility of 28, but the proposed solution only provides 16.5, then a gap
is demonstrated. However, this gap may be relatively small and fail to have a value
proposition for correcting this deficiency, while another with a gap of 14 out of a
maximum of 26, could be an ideal candidate for reviewing for possible process
improvements to rectify this gap. This would require a detailed cost-benefit analysis of
that particular organization to determine the cost for reducing each value gap detailed in

the value gap analysis.

5.0
0.0

15.0 O0REG A Value Gap
W ORG A Score

10.0
5.0
0.0

Privacy Security Compliance Training

Figure 15. Example of Categorical Value Gap Comparison
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Hence, this is an important part for the evaluation of the protections afforded to patient
data in a particular healthcare system. It demonstrates to an organization both where a
solution is lacking and, if more than one area requires improvement, which is the most
impactful. This enables an organization to more prudently address areas of need with the
highest value per dollar, as it is unlikely unless the organization has limitless resources,
that all objectives will be adequately addressed and therefore produce no value gaps to
improve upon. Additionally, a sensitivity analysis can be performed to test how much the
value gaps change with variations in these weights (Merrick et al. 2005a), as different
organizations and experts may suggest assigning differing weights to various objectives.
For that reason, it is important to understand how value gaps can change based on
differences in weights in order to ensure the gap analysis is robust to any possible

changes in the model’s objective weights.

Discussion

Each phase of the research provides unique theoretical, methodological and practical
contributions to the field of information systems in the context of healthcare. In the
following subsections the contributions from each phase will be discussed individually
and then any limitations related to this work will be detailed. Lastly, a discussion of
possible future directions for academic research based on these findings will take place.
To begin, the contributions for phase 1 will be detailed as each phase builds on the

contributions of the last.
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Phase 1 Discussion

Based on this research there are three distinct, yet loosely named, categories into which
the findings fall: cultural, procedural and technical. For the purpose of this research, the
following understandings of each category are considered to discern between the three.
The cultural category is intended to convey the understanding that objectives in this
category address patient privacy and security concerns through cultural mechanisms such
as the inculcation of proper data handling procedures and ethical standards of conduct by
members of the organization. These objectives are intended to be socialized into the
organization as expectations of behavior through means such as compliance and/or
training programs to raise awareness, in order that the organization has expected

standards of etiquette that go beyond simply adhering to the rules to avoid punishment.

Unlike the cultural category, the procedural category is intended to be understood as the
composition of rules, regulations, guidelines and legal consequences intended to enforce
compliance to proper standards of legal conduct within the organization. These are
intended to act as strict guidelines to which members of such an organization must adhere

or risk direct penalty for failing to do so.

The technical category is intended to deal specifically with the technological aspect of
protecting the privacy and security of patient data and can encompass aspects of the
procedural and cultural category, but it is intended to apply to objectives that are directly
tied to technology and its use and implementation by organizations. The norms of

distribution and appropriateness elicited during interviews with respondents resulted in
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value-driven objectives that specifically address these societal norms using mechanisms

in one of these categories based on the provided meaning of each.

For example, the fundamental objective “Maximize Patient Privacy (FO1)” was
developed using Value-focused Thinking and to express a norm of distribution using
contextual integrity as a theoretical framework. Respondents were clearly expressing a
desire to control the dissemination of information based on an implicit minimum
expectation of privacy when sharing relevant medical information with their healthcare
provider. The attributes that make up this fundamental objective include having direct
control over their data’s disclosure and patient notification of any disclosure of their
records. Based on our interviews, this fundamental objective expresses the desires of our
respondents to have clear procedural expectations for ensuring the proper use of data
exchange mechanisms like electronic medical records and non-medical staff access to

data.

Another fundamental objective that fits in this category is “Ensure Secure Overrides for
Patient Data Disclosure (FO5),” which describes the desire of those interviewed to enact
specific use-cases by which the healthcare system can override patient control and
disclosure rules and gain access to their data. While FO1 can be seen as a means of
empowering the patient to take an active role and responsibility for protecting one’s own
data, FOS5 is intended to allow members of an organization to engage in routine behavior
that is universally acceptable according to the implicit societal norms by making them

explicit social expectations for the disclosure of patient data. Based on the respondent’s
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interviews within this study, which probed these norms for greater understanding, it is
suggested that this might be accomplished by developing healthcare applications for
smartphones that allow patients easier methods for taking an active role in the use of their
data. This could include things like what type of information should and should not be
shared and when sensitive information is shared by an individual, the implied
responsibility of maintaining the integrity of that interaction by not re-sharing without

explicit consent.

Another fundamental objective, “Maximize Training for Proper Data Handling (FO3)”
falls into the cultural category. When discussing this category, it is important to note that
this objective was developed to mean that respondents felt that certain societal norms
should be inculcated into the cultural fabric of the organization, such as ethical standards
of behavior or ensuring the organization always seeks to implement the newest and best
security techniques. This fundamental objective is illustrative of norms of
appropriateness, where society looks to ensure user information will be handled properly
by organizations such that only what is necessary may be revealed and highly sensitive
information will remain confidential. Respondents clearly indicated that certain norms
were of such importance that an organization should strive to educate employees to
comply with them as an innate behavior. The reason for this is that our respondents
viewed organizations as part of the social system with a responsibility for enabling
society to enact and enforce their societal norms, such as ethical standards of conduct,
within the workforce. Today we can see this reflected in corporate social responsibility

movements and initiatives by both society and organizations; however, the impetus
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behind this fundamental objective is to ensure mechanisms exist to enforce compliance to

explicit cultural standards of conduct.

The last category into which our objectives fit is that of the technical, comprised of the
fundamental objectives, “Maximize Security of Patient Records (FO2)” and “Maximize
Patient Access to Medical Records (FO4).” Both of these fundamental objectives
represent norms of distribution as they seek to enable patients to safeguard their
information by ensuring technical mechanisms are in place to do so. For example,
respondents indicated they wanted the ability to control data disclosure as well as the
ability to remove non-relevant data from their records. While healthcare systems may be
hesitant to implement some of these types of features, providing patients with some level
of control over their data would go a long way based on the responses given by
participants in this study. Additionally, while patients may not have extensive expertise in
technical methods of security, many are acutely aware of things such as multi-factor
authentication, role-based access controls and encryption. As such, they have the
expectation that organizations will always remain on the cutting-edge of such technology,
believing that the price for such security is never too high. As a society there is an
implicit normative expectation among our respondents that technology should ensure
privacy, and that security of their personal information is maintained at all times.
Therefore, we developed these objectives based on the societal norms concerning norms
of distribution that reflected this implicit belief in order to ensure the prevention of

violations of contextual integrity due to lapses in the security of patient data.
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These three categories help to demonstrate the unique attributes of the five fundamental
objectives as they relate to norms of distribution and appropriateness based on the
theoretical framework of contextual integrity. They are representative of societal norms
surrounding the flow of information in the context of patient data in healthcare and were
operationalized using Value-focused Thinking. This operationalization allows us to create
actionable objectives that governments and organizations can use to address patient-
centric concerns related to the privacy and security of their data in healthcare systems and

facilitate the creation of mechanisms to address them.

Phase 2 Discussion

Based on the results of the phase 2 analysis, three distinct conclusions can be drawn
which further the academic literature. The first conclusion is that baseline regulations
must exist in order to aid organizations in the protecting the privacy and security of
patient data and provide users with the confidence that the issue is being addressed. The
second is that users desire strong up-to-date technical security controls in place that
healthcare systems should use to protect their information from potential theft or
improper disclosure. Finally, non-expert participants far preferred a scenario C style
implementation of the fundamental objectives, which calls for more cooperation amongst
government institutions and healthcare systems to implement these privacy and security
protections and less top-down government regulation than the scenario B style that exists
today. This is different from the expert participants who felt that the current scenario B

style of addressing privacy and security was best, yet as a second choice also picked
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scenario C as the next best means of protecting patient data. This includes findings that
deepen the understanding of patient-centric privacy and security concerns, while
reinforcing our current knowledge on the topic. Additionally, it demonstrates that the
value forum methodology is capable of accurately reproducing results across numerous
random samples of culturally similar non-experts. This is to say that the Public Value
Forum, using fundamental objectives developed using contextual integrity as a normative
framework, accurately portrays cultural attitudes related to the privacy and security of
patient data among random samples of similar populations. Therefore, this is an
advantage of this study as the two public value forums conducted provided similar
conclusions and serve to validate the reliability of the findings based on them. Also, using
an expert-only value forum provided unique insights into the differences between what
can be considered substantive experts as compared to non-experts in the field of
healthcare as it relates to patient privacy and security. These differences serve to
illuminate key areas for future research opportunities and the need for additional research
in this area, as experts and non-experts show a clear disconnect in how (the objective

implementation) they believe the privacy and security of patient data is best protected.

These three distinct conclusions provide a great deal of insight into the values of the
general public regarding the protection of the privacy and security of patient data at an
organizational and governmental level. The results of the public value forum demonstrate
a clear desire by participants to have clear regulations, policies and procedures that
elucidate required protections of all forms of patient data in healthcare systems. Scenario

D that provided little or no governance to this issue, regardless of objective, was the least
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preferred by virtually all non-expert and expert participants, as it received no top rankings
and 30 last place rankings. Scenario A, requiring heavy governmental involvement, was
least preferred by all expert participants and received no first place rankings. This showed
that both experts and non-expert participants were wary of solutions, which involved
either too much or too little government involvement. During interviews with participants
in both the expert and non-expert forums, follow-up questions regarding this point
showed that participants believed that it was too difficult for the government to “keep up”
with the rapid advances in technology. Many believed that ceding more control over the
way in which patient data is protected in the form of stricter government regulations
would reduce healthcare systems’ burdens. However, nearly all participants agreed that
the government should still penalize failures by healthcare systems to protect patient data
as a means of preventing abuses by said organizations should no entity exist to hold them

accountable.

Participants also indicated the need for strong technical security controls by ranking FO2
Maximize Security of Patient Records highly in the objective ratings as well as through
the selection of scenarios, indicating that a high degree of technical tools should be
implemented by healthcare systems for protecting patient data. In the application of
policy and technical controls, participants demonstrated clear preferences for more
control over final implementation by healthcare systems rather than through more
government oversight. With respect to enforcement, participants still believed that the
government should enforce penalties for failures to ensure healthcare systems simply do

not ignore their obligation to protect patient data. However, participants contextualized
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failure as actual breaches in which data was compromised, rather than failure to comply
with stated rules or regulations. This was interesting and, when probed about this
distinction, most participants responded that government compliance audits would only
direct healthcare systems to be compliant to the rules, which would not necessarily cause
them to spend on protections that would actually increase data security. Essentially,
participants felt that overly burdensome government involvement would only serve to
distract healthcare systems from the goal of maximizing patient privacy and security.
Instead, by working together, healthcare systems could meet basic government
regulations, be held accountable for actual failures, and implement more effective
measures for protection the privacy and security of patient data as it relates to their own

unique situation.

At the holistic scenario level, Scenario C was the clear preference in the value forum for
both non-expert forum groups but only the second choice for the expert forum, which
was composed of individual instantiations of the five objectives and had the following
characteristics: Government and healthcare systems work together to develop regulations
and policy, government penalizes failures that compromise patient data, and healthcare
systems perform self-audits which are reported to the government for validation and
compliance purposes. This is important to note in the context of the overall user scenario
selection as it can be said that even if something is ‘good for you,” if it is forced upon a
person or organization, it may be rejected regardless of the risk, or simply performed at
the bare minimum requirement, for which there is some support in the literature for this

assertion. As Herley (2009), in the context of security and usability noted, “users reject
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advice since it offers to shield them from the direct costs of attacks, but burdens them
with increased indirect costs, or externalities. Since the direct costs are generally small
relative to the indirect ones they reject this bargain. Since victimization (i.e. breaches of
patient data privacy and security) is rare, and imposes a one-time cost, while security
advice applies to everyone and is an ongoing cost, the burden ends up being larger than
that caused by the ill it addresses.” Hence, having some regulation to enforce protocols
and technical controls in place, but giving healthcare systems input in the policy and
regulation development process proved popular even at the individual scenario ranking
level. In contrast to both non-expert groups, the expert forum selected scenario B, an
implementation style most similar to what is done now, as most preferable. When asked
why this was the case, most expert participants indicated that, while they thought
scenario C could represent a better way of doing things, scenario B was a “known
quantity” and preferred not to alter how things were done. This was supported by the
results of the expert forum in that scenario B was ranked highest, 2.6 mean rank and 72.6
mean weight, while scenario C was ranked second highest, 3 mean rank and 70.8 mean
weight. This insight is very useful as non-expert participants ranked scenario A, a very
government heavy approach as their second choice, 3.15 mean rank and 73.55 mean
weight, and put scenario B at 3.35 and 68.75 respectively. This would suggest that non-
expert participants feel that the current means of protecting the privacy and security of
patient data are insufficient, which was also supported by follow-up questions, and that

either scenario C or A would likely yield better results.
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These points clearly support the three distinct conclusions drawn and mentioned
previously in that they illustrate a very clear desire among the general public to have well
defined laws, regulations, procedures, and technical controls developed cooperatively
between healthcare systems and the government for the protection of the privacy and
security of patient data. Hence it can be said that in order to solve a problem as complex
as protecting patient data in healthcare systems, it is important to understand the interplay
between the information itself and the decision-making framework employed by an
individual or organization. Research, with respect to decision-making, has long
recognized that no simple connection between ‘‘more information’” and ‘‘better
decisions’” exists (Sarewitz et al., 2000; Sarewitz & Pielke 2007). For that reason, simply
adding more information with the implication being a greater understanding of the
decision context, cannot be said to either solve the problem or demonstrate the
shortcomings of the decision maker (Sarewitz & Pielke 2007). There are several reasons
why simply adding more information alone to the discussion may not improve decision
outcomes or outright solve the problem, among them being; the information is not
relevant to user needs; it is not appropriate for the decision context; it is not sufficiently
reliable or trusted; it conflicts with users’ values or interests; it is unavailable at the time
it would be useful; it is poorly communicated (Sarewitz & Pielke 2007). Further yet,
those who stand to benefit or be adversely affected the most will have a greater stake in
the outcome of such decisions (Sarewitz & Pielke 2007). This is highly relevant to the
study in that the value forum methodology seeks to address several of these concerns,
namely; relevance, appropriateness to decision context and perhaps most important of all,

it seeks to involve the most affected stakeholders in the decision process.
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Phase 3 Discussion

The results of phase 3 provide relevant practical implications to both government and
organizational institutions as the multi-objective decision model was developed using
both the patient-centric objectives from phase 1 as well as objectives developed directly
from existing (i.e. HIPAA and HITECH) government regulations. The model provides
government-based regulatory bodies the ability to assess the privacy and security of
patient data at various healthcare systems, providing them the ability to rank and stratify
these systems based on a quantitative metric. As the model is objective based,
maximizing the privacy and security of patient data in healthcare systems, it presents
several unique advantages over other methods for undertaking similar efforts. By creating
a singular definition for measuring each objective and assigning proper weights to each
one, using an objective-based hierarchy allows for easy comparison between an unlimited
number of relevant options without modifying the model or inadvertently altering

preference rating by evaluating a new healthcare system.

The model provides further practical uses as not only a means for comparing multiple
healthcare organizations, but as a self-assessment tool within the healthcare system itself.
This is due to the value gap assessments performed in step 5 of the phase 3 methodology,
which enable healthcare systems to clearly see in which objectives they fall short and
then target resources efficiently to address those shortcomings. By assessing the value

gaps within an organization, they can then perform a cost-benefit analysis to determine

127



which gaps should be addressed to maximize their return on investment. This type of
analysis acknowledges that it is unlikely that any firm has the likely unlimited resources
necessary to address all of their potential value gaps. Therefore a quantitative metric by
which the largest gaps are identified would enable each individual firm to then determine

the objectives they should address with finite resources to maximize their benefit.

Limitations and Future Directions

As with most qualitative research, this study is subject to a basic limitation of its
methodological approach. The process of identifying values from interview data is
largely subjective and interpretive and while researchers may strive to maintain a
professional distance, there is always a possibility that some personal biases may
influence the results; however, being conscious of this during all three steps in phase 1
should help to reduce or eliminate this prospect. The previous basis for this research and
the critical reflections of the interviewee’s statements was useful in helping to show how
these various interpretations emerged in the research (Klein & Myers 1999). For this
reason, it is believed that being aware of the intellectual biases actually helped with being
objective within the analysis of the data. Further, Walsham (1995) recognized this to be
an issue when carrying out intensive research and in regard to the role of the researcher
wrote; “the choice should be consciously made by the researcher dependent on the
assessment of . . . merits and demerits in each particular case (p. 5).” It is the goal that in
strictly following the value-focused thinking method, theoretically constrained by the use
of contextual integrity, and being conscious that our interpretations should not serve to

influence this research, it can provide confidence in the outcome of this study.
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Based on the research presented in this paper, there are three broad categories which exist
for future research opportunities. The first opportunity is that the list of objectives
identified in this research can be subjected to psychometric analysis using separate large
samples. This can help, for example, in developing a model for measuring the impact of
protection measures on patient’s perception of privacy and security in healthcare systems.
A second opportunity exists for intensive research to be undertaken to establish
relationships between particular fundamental and means objectives; however, while
Keeney (1992) contends that fundamental and means objectives are related and implicit,
logical relationships appear to exist between the fundamental and means objectives,
specific relationships need to be researched. The final opportunity is such that further
quantitative work should be carried out to assess how the subscales of means and
fundamental objectives relate to each other. In the cybersecurity field, the topic of
patient-centric privacy and security concerns is constrained by the absence of well-
grounded concepts that are developed in a systematic theoretical and a methodologically
sound manner as the topic itself is still a newer concept relating to the mass aggregation
of patient data. The fundamental and means objectives that are presented in this paper
make a contribution towards the development of theory specific to patient-centric privacy

and security in healthcare systems, a largely overlooked IS research stream.
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Conclusion

The information necessary in the context of decisions related to maximizing the privacy
and security of patient data in healthcare systems can be said to be strongly influenced by
highly complex and important factors such as: institutional structures, prior practice,
political stakes and distributions of power (Sarewitz & Pielke 2007). These factors, found
in all the affected stakeholders, influences to a high degree the types of information that
decision makers will need and use in attempting to solve the problem of protecting
patient data (Sarewitz & Pielke 2007). Therefore, this research incorporated both experts
and non-experts in the research process to embed these important factors in the decision-
making process of organizations and government institutions. This grounds the decisions
based on this process firmly in the values and interests of the vested stakeholders (those
most affected). Hence, academics who seek to understand the behavior of scientific
information in complex decision contexts such as protecting patient data must converge
on the recognition that the utility of such information depends on the dynamics of the
decision context and its broader social setting (Jasanoff and Wynne, 1998; Pielke et al.,
2000). This is to say, the presentation of knowledge for its own sake does not provide
utility, and thus it is important to recognize that the contribution of this research is that it

promotes knowledge by providing application utility to the decision maker.

Gibbons (1999) describes the conversion from the gold standard of *‘reliable
knowledge,” self-determined by scientists, to “‘socially robust knowledge;” This socially

robust knowledge, which is the goal of both phase 1 and phase 2, is intended to be three
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important things: Firstly, it is “valid not only inside but also outside the laboratory.
Secondly, this validity is achieved through involving an extended group of experts,
including lay ‘experts’. Thirdly, because ‘society’ has participated in its genesis, such
knowledge is less likely to be contested than that which is merely reliable (1999, p.
C82).” This is the crux upon which this research rests as it has sought to incorporate these
dimensions of the decision making process in order to transform “reliable knowledge”
into that of useful “socially robust knowledge” that can aid in maximizing the privacy
and security of patient data in healthcare systems, demonstrated by the model presented

in phase 3.

The research presented in this paper examines the relatively unexplored area of patient-
centric privacy and security concerns related to patient data held by healthcare systems in
the field of information systems. This investigation, mixing qualitative and quantitative
methods, which used value-focused thinking, contextual integrity, the public value forum
and multi-attribute utility modeling, revealed the objectives and scenarios which the
general public find most important and provide the greatest perceived protections, which
are essential for developing measures and protections for patient data at a policy level by
governments and organizations. Therefore, this is a significant contribution as previous
research in this area is under-developed and as such falls short of being able to direct the
proposal and generation of tangible patient-centric measures and protections for patient
data in healthcare systems. This research extends the process further and provides a

multi-attribute utility that incorporates the values of experts and non-experts in order to
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provide a flexible model for improving policy at a governmental and organizational level

that maximizes policy value.

Lastly, this research provides a useful model, which can be used to evaluate and critique
such protections related to the privacy and security of patient data in healthcare systems
that uniquely incorporates the patient perspective. This allows both healthcare systems
and government institutions to evaluate, measure and improve upon any shortcomings in
their implementation of methods intended to protect the privacy and security of patient

data within their organizations.
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